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[iS3j5«i] iEitss*^©x— 9m±^tzinmms. 
cstsf-^ f5&£ fr ft a t-9 s&mmmzts^x. 

tfrfEBEligga<t8SSii^3#2^&&£fcfcfcL^» 

y ^ ij t'U x£ 0>T& "ClUf ffiSSSSEilfSSWJifca: 
**** LTlilfEfElfSSA^WT 1 — S»S^«aS*fcli 
«TfESE1t&g(=*t-f a^x— 5>fEtt«iS^llff-r-S1«fiE* 

:r— < 5> n±-£t-&T- 9 IB»*.fT«: "5 fEH£g*<*BEI2 

gifE1i^si:©FB^l=fcL^-c^issiiE^as^§l^T■r 

;u— ka\c>ij— ;?£-e<D/<x-t<D;u— k y — K, fc<fe 
lfi)—7K&*z *~ * »(Sft 'V 'J — J** * 

<Hb»«-T— * S^fc^SMb*— 7ny (EKB) IC 
*oTMHHI:£*i.feSIEtt-Cfc« E K BE«ggES$* 
L. 

firfEi 5 -* t KUBfia j» =E »J X i ©Hi? 

JlfrSftittEBIMUBI*. ffirfEEKBE«SSE@i:. 
frlEffiiB / * 'J ^/W X (c^#>f&lrt * *tfcSfI@£ ilffl 
LTHfit -5 mm. X-tbZ c £ £t#t&<fc-f •5»*« 1 l-SE 

[Sf#«4] MfEEKBlE«!gfiE@£#fc*3M:*-:? 
O'y^ (EKB) l±. 

fifE^-^ u — © y — ? £flusf -s^— **msss*. 

lE^ft 5 -f ir >X ^Sof-: 9 
^■pJ^It?. lES^t^X^&fcftl^jEftT 1 — 
ggtcfci^r [t&^simum$Mt*c-7a v<? (ek 
B) .hLT«/SL,. 

^IE-x— 9 MIgli:fe' It &IftfE(KS y ^E.'J f'W X t 

rosiiE)aji^i»itL-c. ^iet 1 — ^ftisssro^Kt cj 

W*»5j-IWB*»fc#—^-n-s»$ (EKB) l=«fc^ 
TBS^1b**vtgtt*tLi,EKBiE<gg:iI@l*« ttttt (■/< 



«B9 2002-1 1 1658 
«a©iSlfi«iS^S^ 'J— LXmrfLLtzVJ — <OJV 

y— 7i=#^^r— £*u£tti+fc*— yy— tma«K 

y-7l~*HCL,TlSS*+tfcy-7+-^. ^x— 99& 

a^ss^rox (k s t a) -eBt^bLr 

t-9 *&33£grt<DSE11^l3:l=1&fft Lfc«iS£irf s c 
t *^»i:-r 1 1^IE®©^-^ ffiS^So 
[IS#]g7] fliJfET—S»«a313£SI*. 
^SttDx-^SftaSS^y— LTfltfi6Lfc*vy-<© 
;u— h*^e> y— 7*t?©/1x±.<o;u— K y — K, 
tf'j-7i::&**-£tti6tti+fc4r- , vy — PfiR*. g 

B 'J -7I=^JS LtESiitifc 'J — 7*-(=S-3^-C. 
I5IE^F~ ^ 'J — 0 -tfilCS -5 / 1X_t <D*g 
Stjacomft-S / — K*— £ «»J(=l«**b LfcRS^b*— 
(01&i:LTfl)f/UX*-^D-^ (DKB) 

* «isssi*9fl>iEis#si=*&«A ufc«ua$ *-r * - 1 £ 
liiiEfEHSS^ffisffiimaacDiifTti^^itfc^f 1 ^^ 

|c, ^r— S< «&a^Sl=fliRE Lfc(5Sy ^iJf/WxtO) 

-9tmmm$:mfi-rz>z.7-v7t. 

f— 9 n S-ttte?-* IE^^ ft 5 SEttSS*<*iSS 
BE pT^S *^*>J -S X v -3 L . 

8 (cfESO^— ^ ansa. 
[|SS<«1 o] uiiet— 99&m-%&i-i$i^-c. 
ma?— 9 mMmmit: &$h<»t—9 mss^ <j—z? 
t l xmi& l fc >j h y - 7 * -c ©^<x± 

^-icct sjia+-©BS^bfflvs7 ; —S' $#t*ja^ 

— -?ay9 (ekb) ic,fcorBi^b**tfcSiIST'fe 

^> E K BgEfi&SES*^ L. 

SilfE^— 5" Saa^SirfFfEffiSy ^ 'J 7ir©Ht? 
ffIIE<5i®y ^E "J ^r/N'-rxic^totSSrtStifcSliES^Mffl 

[IS^S1 1] ^r— ^iBSSS^^fr-S^-f-tr^X^^ 
#■#•'-5 z> -f -tr >X ->X -r At? fe y . 

m®L<DT— 9mm&m$: y— ^i: LtrnuiEL/c'y'j— a> 
;u— hA^p) y— 7*-e©/^x±ro;i— K y — K. fc* 



(3) 
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WHf-: **#fc«MMr— (EKB) 1= 
^_ *fli«!£SI4. EtMBtfffiEBHfflaia^fTaffi 

fc{sa^*UTT/<^^ta>asBii4a3ia>jait*. toe 

^St 5 — *EB»B«>IWMM*4: Lfc«Wt**U 
TO8E E k BB«BB«*««-r **«Mb*— 2 

(EKB) 14. 

TOE*— ^ U — O U — *«MW & — * *&«BB+. 

BBI=fci*Tl4»*W«tt*»<b*— ^n** < EK 
B) £ Lrg«-T^c<b:ic4y. ^jEft-r— 
icfclf'STOEIES* ^ U W * t (omUfS.+LZ R6it L 

[gr*Sil 2] E«»»^&0)-r— *W±*fcl4E«» 
■rcwr*^— *E**fr<P5^— *M*3>tfa- 

AJgit-S^P^ASMft-eifcor, TOI5P>t° 

zl-* ■ :7n^Ai4. 

TOEEitJSiS^aSBHfflaoStfrWffiSWfcftt^** 
|z % f— $&m&Kl~m&Ltz1Rm** l J J r/Uxt<D 

TOfiEf — * «iaJ6iB t TOEfi«> ^'Jf/WxfcOHI'e 
ll^**i-5>fflSBSE^S(0^iZ:*^^<t LTTOEE1S3S 

& <& 7 s - * m&mm* tz \t m b* msim i= »-r * f 
— * BB4&a£ nfT-r y± * 

[9ma>WMftlM] 

[000 1] 

BIMI;&xt£0H x £>C<t(-<k y BliE^r-SEIi £ jE £ 5 -f 

x I c 1 * £ =i > t > ^ 9 J ffl 0) ^ -f -b > x fi 3 * t 
«fcfc*.f=. *HBB*M«B**fcttl*lB«l*B* 
mt^fcx— ft.E»*.fcr45?— 5LB±rcfel^T.ti... 5*-b 
>7(:£o*< 3>t- >^*Jffl»ll8S:Prffii: Lfc^r— 
3£B» 7 s — 6*tf7-f HtrVXvX^A, 

[0 0 0 2] 



£>£3>x> % V (Content) — 

d. cD»a>sita^nis*E«»i**^LTaa*-B:*3 

>7-> % yl4. jl— 1f.<DBr 3 M"4PC (Personal Compute 
r) N Sffe^ES. fc-5lM4y-A«S(cfcN+«>=i>T 
^^f-^^gg, fe^lMi^y*— K. CD. DV 

D»©E«i«*a)**=*y* =i>x:/^Wife*M*« 
frSfLfcy* fc4lM4^»36>6a>A*a>T->ry*W4 
8. PC*lcrtIfl)E»f/Wx, 

[0003] p cif annum 

A. &-&IM4DVD* CDf|C7^*tzXt^fc«XD-f> 

[0 0 0 4] BS^r— BHS^r— **LM4^P^ 
5A*©«*tt=i:/-T>^l** W±«»i:LT*iJffl**i 

^— a«S* pc»a>lt««B*f**&0> 

zl— **Lxi4»«**ifcA**«**LfciL— 
+f<Z>Ji*(c«fey. #J;Ll4l*?i8£. ft^tM4»Ke«<DE« 

[0 0 0 5] >f— A^P^^A. #§gf— *. ©^f— 
><fl)V7 h^X7 • =3> J f>^l4. —IStfJl^ 

r. ctLt>a)=>> J f>^a>K*iciSLTi4. — ^o^jffl 

[o o o e] ZL-- »fic^^fij^*iis^iia'r^ 1 

f— *. ©^f— y-A^a97A9©ftl3>f 

[0 0 0 7] BB^-^bT 1 — *I4. HrS0)*«#l=:J:4tt^ 
fcMlcJsoTfdWWBftfll*^— * (TO l=R-T- 

[0 0 0 8] BS^bfili:16^ba$ffll^^-^BS^b 
• «#-lb*jfca>ffi«lci4«^ttaBft*A^ ^<7> 1 00 




itizmi^z&mmztt^LT. &&ntzui^FiE^-'*f 

(7>+taW**xtlw D E S ( ^r— £ : Deta encry 

ption standard) ^fc^o 

[0009] ±j&<r>femi&m. «^bicfflt>«b+i^BS 

[0010] &tz. femt-tztziz&m'r&v&mtm 
iz &&mmt. &^rz>k2iz&m'tz>&mtm(D$iim 

tTLyc^lf1fii^ffiL>TBS^b^Hi^^T^5o ttBBC:.): 

Ot?. ^O^B3S(Cc*:orP&^b^tL^^S(i^S^ 

xfc<7>ftStfl£: : t0>lc{£RS A (R i vest-Shamir-Ad I ema 
n) c:a)<fc5^Bf^b^5t^^J^-r^-<t 

^rJ(IE t "T vX t- A*< Rj^ k £ o 
[0 o 1 1 ] 

^IBgvX^A-Cli. =3 Zfe^tit LTzl— +f|c 

^LrSfitl, P6^b=3>-r>^^m^--r^=i>^>^ 
*-£IE^fc:i— if K<B^«*ft"f < flUB S*l 

#>cd=i £lfc*Hb Lt jEStti— if 

L. lE^fc^L— if<7>^rt<*rf £/8t>-CB8^b 

[0 0 12] jESfti— if-Cft4*Ng35>^a)fl3El*. -IS 
(c (*, 0? x li a > t > fc5a>f> *v^D- 

5fB£*7#-5£<*: tic. ftDll^^taft-b^e/g 



K12 0 0 2-1 116 5 8 
(ia>^>^^r-^Bt^bLTiSti^fffe5o SliE^S 

»««a>Bi::^«-c**. Sfc. ^B«*SCI=*5L^-C 
I*. 1ftW&mtf*£<*tz&mU** 1 ) 

[oo 1 3] ^ssb^th*. ±&<&<*:5fcT r — 
&m%m<f)tmi&&mmizm2>z.ktfi<\ yv—m 

I c fil + £ =i > > *ij ffi <T> 5 -f "b > X ^31 £ rI k "f -5 
irttic. fiSBE«Btttt«ttfcttlMEtt£B£fill* 

tzir—ztzmiztzitT— *n±izt$i*x*,. ^-tvx 

[0 O 1 4] 

[BB*»*"r*fc«>a>*a] *»ffla>* 1 commit. 
&m&m.fr*<OT—*n±*tzit&m&m:iztt?&?— 

*fc(4»EEMii:»t*f-*E»»ltWTt4 
BJ»**U B«IfHfE1tS®35)<ffiSBl]E5aSa>ll^«ei* 

*»3I*fcli«HBB«*«l=**-*-«^— *E»»B*B 
fit5i*«ti-t««litif->*«li: 

[oo 1 5] ^bic. **0^cd^— ^ SaS^S<X>-HS6 

\Z?— * GB *-ff ft 5 fBifgS*<ffiSBII rTB^5*^ t 

[0016] *bC, *«W<Dt*— *dfi3!8SBa>-SSJ6 
* "J — v k L r Brit L fc *v U — coyi — h e, >j — 

£&t;G$hit*~ (EKB) (CcfcoTfit^^b^ 

ttf-BEfilr*fe^)EK BiBfiBtlS^L. ■ffirfB^— ^ 
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[0 0 17] SbC, ^IfcBJJOx— 5rfli3Ugaa)-||J6 

»«h=J3i*t* fnEEKBE«BBE«t*t?*«Mb*— 

?P*J/$ (EKB) i* % we*— ©u— 

ffl8«*cfci*To*«#RFBT?* je^^-i 

tz £ l^jEfc-r — * fcl *T f*B#? RTffift* 

mt*~ZfUy$ (EKB) £LT«WiU ^iE-r— i > 

asscc: it * mmm u x <t ossjftA 

£B&itLT. ^jE-r--*»3BSMO*» ("J*— 2) £ 

[0 0 18] it&HO'x— *ffiS»iBO-JIB 

®«i=tei^r. fflG*SMk*— :?n** (ekb) icj: 

</<— yg» *u titttSO!g««k«Jb<MT 

[oo 1 9] s&ic* *a6^<o-r— ^«kasBa>-nsfi 

gSJ'J-^i: LtffifiELt:7 U — O JU— h A* £ »J - 37 
£T(7>/*X_h<7>;U-K y—h\ *3«fctf y— 
-*»J5f*ttfc*-^yH»J«"K SH'J — ^r=»JSL 

hl/-y*» (Ks t d) T«ikLTf-! *«L3ISS 

wogb^bkima Lfc*i***rr * - 1 *w« t 
[0020] *t>ic. ««no>7— ^a&ausao-sfis 

:7£-eo/<x_ko;u— k y — h\ astfctf'j— 
*»i6ftcttc+— *>y— fltrit4>« aau— "7«=»K 

cd g a 'j — ^ & h> ± e ic m z> > <x jl oustisom * & / 

^VX^-^p^ (dkb) ^jlttlgS^ 
G«*«l=*tft LfcBl** m-t Z> = £ £*#f& t *T 
[002 1] 2*ic. *s&B^cDm2 0ffi!I®li. Gtf&B 

fffc5x-*^S#;£i::fc^T. BBGBttBjWlSB 
BBBOXfflM£*fctti*B*f=. 7 s — **UI»B(= 

[0 0 2 2] £t>lC. *«W(0f- ^ffiS^jfeO— Slffi 



iBi=teLxT«EBB»3i c t £ *#»<t -r * 0 

[0023] *SB^of- *«&S*;£0— HS6 

a^s l xmm. u fc ? y — o;u— h*&y— 

^*»itftitfc*— *>y—t**-r*/<x±a>H«r* 

**t?*»<b*— ^P^^ (EKB) i:*oTH«ft* 
hfcBIBitfki E K BEIBBtt* L, KrG-r— ^ 

iasgg <t ttrt HffiS p» ^ y ir / <-f x t on t? Hft * +l & 

tSSBIiEtoiili. SlffiEKBEmBIiEai:. ffirfEffiS> 
y x/Wxiz^tolMSaF+LfcBBBtBffl LT*fr^ 

[0 0 2 4] ^^>IC. *^BJCDm3 0WJ@(*. *?— ^ffi 

fc^/y— o;u— h*&y— 7*uo/<x±Oib— / 
-h\ *>j:tfy-^ic«.>«?^r— *»*»rtfc*— yy- 

(EKB) (Zj:oTB&^b^tutcBilS-t?fc^EKBK 

ffiBiiEfil^SttL. x— Zm&mmt. GttfiB*<«S 

^ ^S^BIc«t^ UfcffiS y ^ 'J x/<-f X <t OffiSBliE 

ttfflfGGSSBIc^-r^^— ^GS«ft310SgfTftf*i: L 

*—7ayt (EKB) It. «fi+- 1 VU-0)U-7* 
P«t6f-*»1«14>. iEStt^-f-lrl/Xft^T 5 
-^fiiS^B(CfeL>TO^^-Rl^-C. iE^7-f-b>X 

tt**Mb*— ^P*>^ (EKB) i LTSflt-r^CiilC 
^FiEftir— ^fflS&B^fclt^WGfiS^^y^r 
y<-rx^OBErtltSI»JhLT. ^iEx— ^ftiSSBIt 

<h^^ffl^-r^^-f-tr>X*>X^A(cfe^ 0 
[0 0 2 5] *t>lC. **B^om4 0®J®li. ESS1 

mGG«B«* <3 BSBE«iaHOSifT«B**fcttL^«* 

ffiSBE»a**frt"*X : r -TOG-t— **B313S 
KtttGiES^^ y ^^^tOB-CSff **l*«SB 
E«H!Ojajt£ifef*± LrBfIfBaH1f^B^t>OT r -^^ 
±»«*fcl*IWBG«»Blc»-r*7 ? — *GB«B*B 
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[oo2 6] #*5. *§£BA<Dm4omm~&z>yn? : ? 

fTPJHfe^iHffla>t°j.— ^ - vX^AIcfcfLT. a>t? 

[0027] ca>«fc5fc?ny5A»#«(*tt* a>t° 
(D«JIB**a-r*fcA(D. D>tfi— * • ^n$^A£ 

g<ft«{*«t (Dft»iXi*«te±a>iattM»«* «S Lf= 
— * • :/p^A£=i >tfzL— $ ■ y7fAi:-f>x h 

— JU-T&Z^ICcfcoT. =]>£:□.—* • ->X^A±-(?I* 

[0028] **B80>*&(=fft©BM- WaHMfljfiLI** 

NlftKH I- £ o T 0J3 6 fc: -5 t? fe 5 5 . 
[0029] 

A^j^^-To □>f> l VEifSl oii. ^— 

f£2 OlctfLT. 3>x> , y*fttM*a>'r>^*— . 

-& 0 7 s — *«ftJl i £S2 OTM** S«UfcB&^ba> J r> 
/7^Lt, fe^lMiDVD, CD, ^<7>ffeO>5SilRlffi 

[oo30] -r— *'«iai*R2 0i±. m*-\ty = 5vi'=L 

sSH^S3 0(c^— ^^MltMt^c 7 s — *Ett 

ft*HW*y— *— K (MM!* LTIiy ^'J*^-f v 
* (Memory Stick:ffig) ) "ab«**#t*. 
2 0A>bf-J fBlf 3 0 ic»-r £ 5 s -* tttt*M* 
fccfctfx— *IEli#S3 0 h>T-$ «tS#Sl::*fr* 

[oo3i] fefc; ^— *lW*IB2b"f=**H*«l 
lc*«Bna>»EBK«ML t*—* 

[0 0 3 2] al/T^^Efi^BM 0i LTI*. -f >* 
Hi- SiMtt&l 2. BBBBl 3. DVD. 



CDWfY714m^ -75* x— *«ft£*Hft 
2 OOf^-fXi: LTlis /<— V^;U3>fcfi— * (P 
C) 2 1. *K— ^^UirA-TX (PD) 2 2. 
B. PDA (Personal Digital Assistants) 3?0>8H£ 
i%23. DVD. CD^l/- -W0)fBflffi±S. 
A*g3fc24. y^EU— *— K (ex. ^€'J-^f-f^ 
* MB) ) MBLfcl(ltt25Wti. -tlb 
x— *fflk3#&2 oa>#-r/<-f Xli. 3>-t> % ;>E«* 

[0033] 021c. ftaw#a>x>*:/x— 
awnM*^ o 2ic^-r->x7 L A{*. ■ /<— vt^a > 
* (po 1 oo. w±*«2oofi*i;Eii« 

S3 0 0Ht(Df-^ (n>ir>^) co^»teS0>l^*: 
LfcBTffc*. PCIOOIi. ^P?7Afc«l;l/f^ 
fEiUB0>/\— Kf-f (HD) £*U 
IEtt«i*£ LT<0CD. DVD^£g^pJliEfcft/iJt£l# 

[0 0 3 4] /^-Vt^a^tfa-^ (PC) 100 
I*. >r K ^*H«»a>#B*^ h 

ftSRTfirca&y. EM D (Electronic Music Di 

stribution: ft?*iUEft) lf**ftflW* 

b^ Lftt^i*— e*:Jp/<-r yo>** h a > e^-* * N 

*. ^ny^AWflDMK*— ***«U SILf:f- 
**j&W=J6CT*#LT. W±»B2 0 0«ctB*"r 
£o /<— V^-iUaVfcfa-— * (PC) 100I4. 

□ >ea- * (PC) 10 0I4, "mii, CD. DVD 

a^&AitiLfcT*— ****** 2 ooi=Uii-r«. 

[0 0 3 5] fElfSS3 0 0(4. »±8I2 0 0I:»L 
tfKSS48I. W^tf^UXfr/^ (Memory St 
ick:ffi^) 'Jft rI 

B«*3W*> * U *rtB LTL^4. 

[0036] 02 IC^-T cfc ^ IC. P C 1 O 0 . ***S 
2 0 0. IEHSK3 O OHlC^lt^)^— ^]^-l4 
#^x-*. Hj^-* mv>"r—$ ^-*IEfi. 

[0 0 3 7] [*-E««lJ«^UTa>^U— (*) ft* 




zmtfctLT. mm*- - vv— mm- -o^xm3 &t 

[0 0 3 8] 0 3^IT^C^tt^<O- 1 5*<=l> 

(*) ffiitCD#m(U-^ : leaf)j&<^;ft^h,<Dx/WX 
[0 0 3 9] #f/U^0-1 5fi. Sit^fe^lMitU 

-T&o HS^ITS^tKOOOO-KI 1 1 1 

^_t|£<7>KR OU—h^— ) J^€>. iTS* s b 
2#g<Z>S5 (y — K) dSESt**!^*— : KR~K 1 1 

[0 0 4 0] gmr^-f ^U— StfSlC&l^T. flj*.!*^ 
/WX0lJ'J-7^-K0OOOt, K^r— : KO 

00. KOO. KO. KR^Ef^^&o T^WXSliK 
01O1, K010, KOK KO. KR^St^c 
f/\VX 1511 K 1 1 1 1 . K 1 1 1 * K 1 1 . K 

£<0~ 1 5 0)1 6<KZ><fr5E«£*U ^U— «3gt4^ffi 

[004 1] *fc. 0 3<D^'J — tBitlC^ft^TV* 
^ J J ^fiEffi L7c> f J — K. DVD. CD. MD 

£*tTi^ e 2*1^ miter?*)'?—: tfX 

[0 0 4 2] C^lf><D4S^^^A-f^. T^'J^T— i>3 
>0y^£S|5^^ t»*)fA<XO ( 1. 2, 3£f^-CDfe 

if. za)^^T*S^t£^;^-3fF^lc^^tL^5 ^ /\Vx(r 




2O02-1 1 1658 
<&£«-eBA,t£aifl\ t^f/^XO, 1. .2. 3 

£ 1 -oox/jis—zrt Lt-ftirf-^ £aittir£*iyi 

[0 0 4 3] y— K+— , U— li. fc£1 

otf>gt<g3Hz > * \z £ o "CMS LtfiLtttfc^ L. 

[0 0 4 4] C07'J — fUjgdtel^T* H3rt*&W&fr 

O, 1. 2, 3 li/ — K^r—<t Lr^ilCD^r— KO O. 
KO. KR^«, C<D/-K*-**«jS£*Jffl 

XO, 1. 2. 3<7>Wcffi«-r^C^*<Pl^i:^^>o 

t3^<f/\V70, 1. 2, 3C0^(CftffiO3 

K c o n S y - K*- K O O tffifib Lf:l E n c (K 
0 0. K c o n) *V <7 LT fe^>U^lifB 

gl«W:ft»lLtf/WXO, 1. 2 ( 3lcK*-r*L 
IS. f/WXO, 1, 2, 3£><^#. ^*L-F^tCD-r/^ 
X(Cfc^T«*f - K*-KO O $■fflL^rBS^■ 

Enc (KOO, Kcon) JgUT3>f>^-: 
KconS^^t^RlBlt^^o fcfc\ Enc (K 
a. Kb) liKb^KalCcfcorPe-^^bLtcv'— ^-efc 

£ C <t &7jk~ ! f* 

[0045] fc^)^iS t |C*JL^r. fAWX3(D 

^-f^fil : K001 I.KOOI.KOO.KO. K Rrf>< 
(/\^*— ) ICctyM*f^4xTgMLfcC<b:*<* 
^Ltzii^. *>X^A (taV^O, 1, 

2, 3<D?)[,-Zf) T*i£g:m2*iZ>"r-* Z^&tzfr 

fttzthlzit* "J— K*— : KOO 1, KOO, KO, KR 
^^tt^tt«T^^@K (t) 001, K (t) OO.K 

(t ) O, K (t ) RiCMSSL. fA^XO, 1 , 2IC 
fOM+-S£^l)^I^S>^o CZT. K ( t ) a 
aali. SKaaaOfj-t (Generation) : t O^lfr^r 



(8) 



^12 0 0 2-1 1 1 6 58 



[0 0 4 6] ^^—(D^mm-oi^rmm-r^o 

V (EKB : Enabling Key Block) <tn¥l£*i£ ^ 

fe^^(*IB^t*lc1S^L-Cx/WX0, 1. 2 
lZ&&-?Z>Zkiz&~oXm'rT2*lZ>o fcJ3* *i&rtb*— 
?a*/$ (ekb) I*. H3ir^-r^5«:^U— «ig* 

£o *ja<b*— ^P^^ (EKB) I*. BR^n^ 
J (KRB: KeyRenewal Block) it W£;tx£> d t £ fc 

[0O4 7] 0 4 (A) iC^-f^SMb*— :?D^* (E 
KB) lei*, y - K^-^IIfr^M^f/UX^ 

£*l£ 0 0 4 4>#jii. E3ic^"r^u— aat^^^r/w 
xo.-i. 2 leaser. «ftt©wi-/—K*—*B* 

03frbBJ3£>frfc£*5f::. taVxo, f/\Vxi 
l±. I8r;-K+-iLTK (t) 00. K (t) 0. 
K (t) RtfiMS-Cfcy. f/UX2lt Mfcr/ — 
-irLtK (t) 001. K (t) OO. K (t) O. 
K ( t ) R^Mtfelio 

[0048] 04 (A) (DEKB|C^^H§«fc5l-EK 

Bicrilg^B&^b^— *<^£*l£o gTKOB&^b^ 

— I*. Enc (K0010, K (t) 001) X&& 0 
^*t(i7 J /<-fX2CDSo'J— ^^r— KO O 1 OCfcot 
l»#fcS3hfcKR/-K*-K (t) OOI^U, f 
/\V*2I*. gS-<D#0'J — ?*—(c«fcoTC(7>H&^b 
£fi^-L* K (t ) OO 1 Jj|§:i:^t^^o * 

«c:«fcy»fcK (t) oo 1 sjbi^-c* 04 

(A) <DTfrt>2Sgtf>B^Hb*:— En c (K (t) 0 

oi, k (t) oo) zm^eimtuv. W&J — K* 

— K ( t ) oo$^:i^^§, 04 
(A) <D±fr£2eg(Dlte*Hb*-En c (K (t) 0 

O, K (t) O) ££-5§-U K*~- K (t) 

O. 04 (A) <D±frt> 1 SS^BS^b^— En c (K 
(t) O. K (t) R) Sa§LK (t) R&'&Zo - 
-fj, f/HXKOOOO. K00 0 1I*. J — — K 

0 0 0liM»r-r^^^#*^Tfcb-r. MSt^-K* 
— t Lri&K«:a>i*. k (t) oo, K(t) o, k 

(t) R1?Mo f/W^KOOOO. K000 1I*. 
04 (A) fl)±A>b3Sg(D86^b+-Enc (KOO 
O. K (t) 00) £&^LK (t) 00. 
KIT 7 "04 (A) Oi^ b"2 R |"0)i¥ 1 4- E n c 

(K (t) 00. K (t) 0) £&^L. S«r^— K* 

— K (t) O. 04 (A) (D±frh> 1 KgQPg^Hb^r— 
Enc (K (t) 0. K (t) R) (t) R 
m CO«l:5i:Lt 4 f/^XO, 1. 2l£M$rL 
*=&K (t) 001. K (t) OO.K (t) O, K 



(t) R£^£C<t*<T?££o fc*5. 04 (A) (7>-f> 

[0 0 4 9] 0 3lZ^"r^U-«5tO±aS<Dy— 
— : K ( t) 0, K (t) RO)E*rA<^K"efcy* -/ — 

K*-K O 0<7)^<DS«rMS^ST*fc^ii^fc^. 0 
4 (B) 0>mftoit*r-Z?Uy<7 (EKB) £ffll/>£C<t 
t?. S«r-/ — K*— K (t) OOSf^UXO, 1. 2 

[0 0 5 0] 04 (B) {C^-fEKBli. #J*_(£4#^G> 
"C^t^-^fl)f/\V7 0, 1, 2. 3#fc£fE$i 

(t) c o n*<i&^-efc£<t-f £o cicDt^. ir^-rx 

O. 1, 2, 3 0>^3l<7)y— K^r— KO O^SSrLtcK 
(t) OO^ffl^T«fc^^ilOMS»3>^>^^r-: 
K (t) con^ifiblfcf-^Enc (K (t) . 
K (t) con) £04 (B) iC^tEKBt t 

[00 5 l)tto*>s f/U^O, 1. 2(iEKB^ 

mmLxmtzK (t) o o*ffli>r±fEB&^x^ffi^"r 

*U£. t B#jgT0>3>T- K (t) con£#& 

[O 0 5 2] [EKB * ffiffl L fc □ >f > 7^-0)IE 
*]] 05(C. t ^^^(Dzi^^V^^r—K (t) con 
&%Z>tomm± It, K (t) O 0£JBl>T$rtcfc:*jl 
(D^Vfy^-K (t) con^ifcLfcf-^E 
nc (K (t) 00, K (t) con) £04 (B) \Z 
itEKBi: Ztm&K £ it LT §H LfcT*/^ XOfl) 
ftiS^^-To #;b*>EKB(z,fc&RfrHby -vfe— vnr 
— £ t3>f>^+- K (t) c o n t LtzfflX'fc&o 

[0 0 5 3] i5|:^tcfc5l^> x/W^oi** fiE$i& 

mzfeM£tiTi^z>mit : m^EKBiri^feb 

^Cifrl&frtLTl^/-- K*— KO O 0£JfH>T-h&L 

tztmm<»E.KBmmiz&*>). /-k*— k co oo 
z±f$.-rz>o *#Lfc3E«fy-K*-K (t) 

0 0jll^5lfr3>f>7*-K (t),conSS§ 

+-KOO o OT8&*§-<bLTt&#rr£o 

[0054] [EKB(DT?3j "7^ h] 06lC^gft^b^ 

a>60 11*. (EKB)'(D/^v 

^*}#0 0 ^^-^a^^ (EKB) (7> 

^tk>t>^ e o 3 1*. mstoit*—7ny<? (ek 




B) 4><J>x— $^(D{£g£5^/1^>*T*fey. 
>f>$r 6 0 4(**ySP<Dfig. 6 O 5 liS 

[0055] o 6i*. «xiia«r-r*-/ — K 

[0 0 5 6] $^356 0 7 1*. X— ^fiPI=1ft»**Vfcfla 

3o 0 7T?I1 f-^<bLt$tl:li4 (A) T*mWLtz 
m$hit*—Z?ny? (ekb) £2ltt^£0!l£^LTl> 
£ Q c(DB#a>-r— (D 7 CDS (b) ic^cfcolcft 
£ 0 C<D££(fcl»^b*-l::^**i£ h^Z^V- Ktf>T 

-h+-fl)!8r+-K (t) R*<#3:*tTlN£(B-C?. h 
•>^-K7Kl/XliKRt^^o C(D<t^. 0!lx.l£^ 
±g(Df-^Enc (K (t ) 0. K (t) R) I*. ID 
70(a) IZTF-j-mmW— ic^f o - - 

1*. 910)?—$ Ifc Enc (K(t) 00, K(t) 
0) -Cfey. ^'J- ±X*l£1$l(Dir— ^(D^TOteglCfc 

5£2*x£ 0 *^fot (L) S (R) 

Tt£5£2*l£o ^-tf&<7>X— S Enc (K (t) 0, K 
(t) R) (D&iZltT—Ztf&ZOX^ L$</=0. ^ 

TOJ^r— $|C$^a<I£5g2*U El 7 (c) \-7r^?—$ 

[00 5 7] £ </it. =r—* Enc (Kxxx. Kyy 

ic|&^£;h£t<7>-cfe£o x— £^(cte*ft£;K£^--T r 

— $ E n c (Kxxx, Kyyy) - . - I*. ^$6l=B6 

a. 

0 : Enc (K (t) 0. K (t) root) 
00:Enc (K (t) 00, K(t)O) 
OOOrEnc (K ((t) OOO, K(T) 00) 

[00 5 8] EKB7t-7«yhCO^ 
T£h>lzmA-?£o (Signature) it. G$hit*r~~ 
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-juvi (ekb) zwrr Ltzm^-itmmm^i>$ . => 

ho EKB^gf|Lfc^/\VXIetS*^II^cfcoTiE^ 
^o^^ (EKB) *^#A<*frLtc*a 

it*r—70y{7 (EKB) "C? fcS C t £«B"T So 
[0 0 5 9] [EKBSfiEffilfc3>fyy*-^tf 

SEKBi ttlzmtt't&miZ'O^XmWLtzti*. a> 

1©^— T'femtLtz=l>T>V*— t. EKBlC^o 

[0 0 6 0] Hj8|CC0)f-^1»ia^t o 08 (a) 
iC^-fftriUCfcl^T. Enc (Kcon. conten 
t) 8 0 1 I*. =i >x>y (Content) £=1 >x> v :>^r 

— (Kcon) ^Bg^bLfcx— Enc (K 
EK, Kcon) B0 2.it. Z\tsT> % y*r~ (Kco 
n) £=1 >x>^—B£-^— (KEK :Key Encrypti 
on Key) T?U&*Hb LfcT— * U . Enc (EKB, 
KEK) 8 0 31*. 3>f>^-»6^-KEK^ 
aib^r— rfP^^ (EKB) (C € fcoTB&^bL*:7 r — * 

[OO 6 1] -CTi. □>f>^-B6§^-KEK 
l£. ^3X^y — K^r— (KOOO, KO0-) . 

&im*;u— h*— (kr) g«:-efcor=o«fc<. &tzS 

— K^r— (KOOO, KOO— ) . fcSlMetlU— h*— 
(KR) |C«fc^T*#te*:h*:*-- tfeott,^^ 
[0 0 6 2] H8 (b) 1*. 1£gfe<Z> =l>x x-f 

TlCfHfl*^. ^-H^tl^CE n c (EKB, KE 
K) 8 0 5^^lJfflLTl^SiiB'CD«^J*^. 
5tt*J*|::i3lvCI*. ^^-^ICl^CEn c (EKB. 
KEK) £ttta-T£C±:fc:<. Enc (EKB, KE 
K) lZ*J>W ^'J>^3fe$^tf- ^*«-X— ZlZft 

[0 0 6 3] IU9|Czi>t->^^— B6^— KEK£. 
H 3 IC^-T / — K*- KOO ^ MS5t LfcSSr^ — K+— 
K (t) OOi:Lt«iSL^a)«^to 

B3©ii#T?l^^-?lc8^tf/UX3 

«?ttfaa>aai{=* y u#— * ■(»») ctiti^ 

0, 1. 2|C*tLTHl9lC7j^r (a) ^a^lb^r—^P^ 
^ (EKB) <t. (b) 3>-T>^^r— (Kcon) ^ 
3 >f>^- BS^-^r— ( K E K = K (t) 00) T^Bf 
^■^bLtcx— ^ <!r. (c) =3 >x> A > (content) 

>t-> % >*— (k con) vm^iiLizT— 9 

t^-tl^^^ fvWXO, 1, 2lota>x> % V^^# 

S-<t*<r^So 

[0 0 6 4] m9(D&miZlt. =Ff^ xoicfcitsm-^- 

1b^r--^a^<7A^bga'<7>«^S , J-37^r-K0 0 0 



(10) 



*«l*fc«»»=J:y. ^>"r>V*— B6^+- (K 
EK = K (t) OO) £S**#-f6o K (t) 00 

|C«*:^fi§(a U 3 >f >^+-K c o n JML, £ 

S5pJfflRTffii:ft*o x><-< X 1 , 2lcfc^Tt&*g$: 
= ( K EK=K (t) 0 0) JBHtiCi: 

[0065] 0 3 IZtt:-? ife<D<7)l>— ?<Dt /<-< X 4 , 
5, 6-14. Z(^PWf-^ (EKB) £gfIL*:<t 

r=»>x>^^r~B&^^r— ( K E K = K (t) 0 0) * 

x 3 leaser*,. g&(D«*-r^>y-^+-. K* 

— T?I4. (KEK = K (t) 0 

[0066] dO^aU:. EKB Sflffl Lfc 3 >r 

£ K «-f & - <t # W f& <t £ o 
[0 0 6 7] *»MMF— (EKB) . =1 

it*—z?av2 (EKB) . 3>xW*— . B&-*Hb=i 

(crafrt£;hfc*«rtfc*-- :?p^ (ekb) 0>«-^lcj: 
y % £ +i -5 =i >t- > % V £ £ 5 

14. ^ubiEMkmmm&frtf&ttZ'J— * y— k 

[0 0 6 8] B1 0(ClB^(*lCHS^b=3>^>^<b:<i: 
tic^sa^b*— 7^P^^ (EKB) Steffi Lf-f8/S#J£ 

Tjk-to 01 olc^-r^5IJlcfcL^Tl4. tHfi^(*ica>-x> 

fc-fZ>0)^mt*r—Z}Uy'7 (EKB) **H5f+l+/=^r 

— **u * vaVMtfmSMb*-- 

( E K B M) rt<»$fl£tLTl^o «XlfEKB_ 

T 14 =3 >t- > ; V C T £«HHb Lfc a >t- K c o 

n 1 &±J$.?Z>V>l~1&mZfr* «*.I*EKB_2I4=I> 
f>7C2 £H&^*b Ltr=3 >^>^^~ K con 2£± 
j£^£0>lc{$f8£*i£o C<D0IJT*I4. /^-va>M^ 
toit^—fny* ( E K B M) A<Ee«Htl=tttt**t 




*$gfl2 0 0 2-1 1 1 65 8 

( E K B M) [ZftfctttthfrX^&W. m$)it*— 

•JUvO ( E K B M) 0S^lC«tya>f>^C3, 

C4(D3>f>7*-^it^Ct^t^)o EKB 
_K EKB_2l47 ? <X^I=1S^*^Tl^j:lNa>T?. 

^§t^f:^M^EKB_1 , EKB_2$5lit 

[0 0 6 9] [««';/ y "T^ y-»S] BB^- 
y— K*— • y— "7*— @3 (DPS 

£3££*$!rtb*— :?p^ (ekb) <t ttlcpg-^bL 
ri£{i-r^«ja^oLNrSiB^Lr^fc^. y-K*— * 
Zj£mLxi^mmv*)-m&Z&T'U*<DJ3T^*J 

[0070] 01 i icPSJB^U— «ig^*^=ry— 
Hcd-<5H*^o 01 1 icfciNr. pbh^u— «tita>^ 

_t&|C(4. JU— h*— K r o o t 1 1 O 1 

^Ta)+p B i^i4y — k*— 1 1 0 2*<ig^^^. mr 

KI=I4. 'U— 7*— 1 1 O 3 7b<iSS**t^o *taV^ 
I4<@*<7>U — 7*— i:. y— "7^— A^;U— h^r— l=M 

30)-/ — K*— . ;u— h^— *«%-T^o 
[007 1] CCT% -^i:LtI±S^biMS@0) 

fc^y— K**-r=ry y — ki 1 o At LTWL , &-tz> 0 
■r^^*»^MsecD/— K(D#^*t#^*^=ryco^N* 

>fxSS;-Ktno BMeo>1o<Dy-K^lljSi: 

L-rfeiT. M+i&fcTFcoy — h\ y— ^14. ^<d*^ 

[oo 7 2] 1 i <DSflM8:@a> 1 r>OJ— K1 

io5ic(4*^=ry [y^yxx^-f^ <n«) ] 

coy— KiaTica^s^y— h\ y— 
yx^^^^^ffiLfc^^^^/NVxs^fc^^r^ry 

y — K 1 1 o 5iaT£. y^yx^r-f 7^0)*fa 

yicss^tt^^r/^-rxoigiiy- h\ fccfci/'J-^o 

[0 0 7 3] *f>(C. MS^^StK^TfiCDS^it^* 

^.i40ic^"rcfc : 5ic^«T=ry [y^yx^-r^^] y — 

K 1 1 o 5co2KT<Dy — Klc. y^_y xt-* 

ffl L/r^/W xcD^d" y i=***L**^*>"=f 0 y - 

ic, i^^^irzfyy-KT?fe^l5±llfflS^y-Ki i 
tS^#^mii^y — K 1 1 0 7 7b<i£S£*u *t>(c^-o 

Tec, **w±«(fift*«Bo>*^^yi=***t* 




[PHS] /-Kl108t [««*B] y-Ki 1 0 
[0O7 4] 2h>\Z. a^=f'A 7 s / < 

^^ommo^ta^'f. a— * p>x> 

f3'j/-K$ ^— a^s > — * —omft't z> ^— Ats 

»X YZ*ffl(DHiSy— Kt LTRS-Tttlf. a— 
(DBEJE-r^y— A«SX Y zjc^-Oll^y — KJSITOT 
"J — 7*— «MALTlE*r*c4:*« 

t-?D^* (EKB) £±fifcLTE*U Mja-/ — K 

[0075] ca>cfc5ic, 1 K£n££ ll 

a^^-r^c^iccfcy. *f3«j^ fc^iMi-tr^a^- 

3fp^^ (EKB) £&glc£fej£LT. HjS/— K»T 
— KirHSftl^flfe^a-xa'UO^— KlcK^ft^/^-f * 

< i£# £ sis M«r**fr-r « c t *<t? 

[0 0 7 6] [B|B&EKB(::«fc**— E««l*] 5fcl=K 
91 LfettxtfB 3 0>V 'J — flUSClfcl^T. #J;U£ 

□ >f>^-S3rST/NVx (y — ?) 2fcl=3H>f-f£ 
i§^. *r— E*$fc7vWxa>Wr*LTl*4 'J— ^^r— . 
/ — K^-^ffl^T^#pTffi^*a^-^P^^ (E 
KB) $4SLtgW^o «*J*B1 2 (a) |C** 

yy — «fi6(c*5^r. 'j-^^t^fAVxa, 

a. g, j tfM&y- KK^T^W^fc^^Hb 
+ _^p^/7 (EKB) ^SLTEIt^o 
[0 0 7 7]^M^-^-K (t) roofC 
zj>^>^*— K (t) c o n £B&-^b*&3IU EKB 

a. g. j I*. tWWBU (b) iZTjk-fV— 7ft 

— k*— £m x "t\ EKBoiass-liftLTK 

(t) rootSilU »#Lfc'e*^— h*— K 

(t) rootC<toTa>f>7*-K (t) con 

0 £ lift L T 3 > t- > ^ £ & c 

[0 0 7 8] COii^lCti«*^^^3aib^r-^a^^ 

(ekb) a>««i*. Hi 3iz^-r^5iztj:^ 0 mi 3 

(z^-fsgSSfc*— *? a ^^ (ekb) l£. 5fctf>0 6-el$fc 
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0^Lfcfl$4^b^-^p^^. (ekb) <b?*—^v Hz 

-) <t**l£-f £*^<t£#O e *^l*. 5t(C@7^fflLN 
T»MLfc*5l=a£ (L) . * (R) . **L**lO>*lRl 
{c-T-^*<teH[i0. jRilttUfl ^LtM 0 

[007 9] *$Mb*— :?P^ (EKB) £g^L*= 
^/Wxii. m$h<t*—7nv<7 (EKB) (DH&^b* 

Lt±fiy-K0)sE9r*-"S^LtU<o H1 1 3(c^ 
■TcfcatC. *SMfc4— (EKB) I*. ;U-h^ 

Mi*igAnLr^<o »st (^x) i*. (y— 
?) tti=Ki:Tit***.*ia>-cfcy* *-a>E«$fc£fc 

[0080] ^CD^d^^Sb^—^P^^ (EKB) 
0141*. ^mt^—^UvO (EKB) EII^ 

[0081] 0i3i:^ y— ^*«fi£t"^7 ? /<-rx 

a, g. jl^LT^r- #J*l*=i >^ 

"f 4*&SfflJ£*"4. 01 4fl) (a) (C^-Tcfc5(C. 

^> D C(Di§^. 012 (b) iZ^mf&iZ^l^xmtc 

wj-i*tuBi4 (b) o*yy— 

*i*o Kroot^bK j *-C(*^<^fe*<^< 1 -3<D 
ttCO^?b<#fi-r*tl*cfc < . Kroot^bKa^l/K 

g|CM^fci6lCli. KOic^iiSjg^lli^^a)^-^ 2 

^fe«iaOlll14 (a) ©7'J~ A<«^**t^o 
[0082] 014 (a) (C^f £ 51^. 7— Ki LT 
K0<D^*l#OfSB&^bL^^y— *<±J«^*t^c 

—w.m<Dtz#><»mmt*— yav? (ekb) i*. cti 

•^CDfaBS^y— lC^c5L^r^«'r^>o 014 (a) IC^ 

■r^y— r*. m3fo\t*r—yuvv (ekb) ^m^-piBE 

Ef(DfcA(D*»ik+-?af* (ekb) li. ^0)^ 

ffi^pgn ^ y — o j — k £ ii y — ? ic ^c&-r ^r— o> 

[0 0 8 3] 5fc<J>01 3-eittB^ Ltc^a^b^r— ^P*>^ 
(EKB) I*. &'J-7a, g. j^&Kr ootid 

tztf. nmt e k bis; iSB&ib Lfc' % > y— tw*^""*-/ 

— K(=OLNT(D^<7)^^-lb-x— ^ £0 01 4 

(b) (c^-Tcfcaic^^lis \cv h^iS^^t* Igi 

a3ctt/«2e^ hi*. 0 13CD#J<t. |Hj«CDSl**J# 
S (L) . * (R) . -€**t^ti^*[SllC^— ^^)<fe 

Jh-tfo. *i+*li<i m3#@oe^hii. ek 



(12) 
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tf'vH-e&y. ^-^^JftStLr^^ii^fii . t ? - 

[0 0 8 4] ^-S&flP. fc£UM*lE1t&#(::1&trt£ 

titf/Wx ('J-?) CStt*tLl»^b+-^P^ 

^ (EKB) I*. @14 (b) (C^-Tcfc-JlC. 0 1 3|C 
(DtMc 0 1 4(C^-T*S!l<b^-^P^^ (EKB) 

X/NVXal*. Bt^bf-^Enc (Ka. K (t) 
O) ;£ *J — — K a "CS§LT> -/ — K*— K (t) 
O^iLT, K*— K (t) OiaoTBS§jbf 

■ — *Enc (K (t) 0, K (t) root) 
TK (t) r o o t *8tfM-*o f/WX j I*, flt^b 
*En c (Kj, K(t) root) £ l J—7*~ 
KitSf Lt, K (t) r o o t £S«#-f£o 
[008 5] C(X)cfc5(C. Ei^f/^^iCcfeoTO 
^«J#£*t£fSBS<b Lfcfffctt? 'J -«fi£^1«^ It, 

MS £ tifc S> "J - £ 'J - 7 ' - K« *— 
(D*£^T%$»<b*--:?p^ (ekb) ££j£f<& 

kb) *±rt-r*-±#wfe±-tty* **Mb+— 

^7 (EKB) (Dtt— ^^*<Sl^^lC||ffRlHfe<t^^o 

[0 0 8 6] ftte. Sifi&^bLf-Kil^'J-W^ii. *R 

-C^^-^X>^^^>r m&0> EKB l vr; 

SfiJct ««*««"r*^— K**IM* "J — 

i^i«<Df9B§<b l*= % > y — znmm itekb &±j&-t <& 

(EKB) <D£l$. E«35<RTtetft*o X>^-<^-<l& 
[0 0 8 7] **5. C0>«fc3fc*»fl:4— *?P^£ (e 

kb) i*v %¥<<*o. ovo^commm^Wiz^m 

Tfl>**»fc**t?*»<Mr— ?P** (EKB) 1=4 



0 y 2??— $ &£mALfcm«eMttitt#7/-< 

— -yuvO (EKB) lc***i3B&^b*— ■ r— * £ £ 

(EKB) K§0)^'> h7-^J 

[0 0 8 8] [Bt#M«lB**t-ftlB«»«i:x-* 

sas^srao-r-^^S!)] ±aLfcPgH^y-« 
rt*afflLfc*»fc*T-^p^^ (ekb) ic^oria 

MM) *©>^«J*— Kt. 7 s — *W*««IBl=fett 
[O 0 8 9] 01 5(i. *BSlC3>7 L >^x— $<D&m 

- K»a>iE*»«a>*«W«***Lfc^p^^H-e* 

[0 0 9 o] 01 5{c^-Tcfc5l^> IB1t3SS3 ooii. 
0Hx.(i. «li^va-;b3 1, jUi-O*— 

3 2. tfHBHEvn— JU3 3* ^^^Vi^'J 3 4fccfc 
^^>rL> ^y ^S^Ev^^l— 5 tt-t&o $X 

[0 O 9 1 ] [ftlftHE^a.— ;U3 3] 0 1 5(C7F"Tct d 
|C. Sj^ya-;U3 3li. ^ h 

5 0. EIS^.-^ K5K @^^/SISi^L-'V h5 2. 

filSEa-^ h 5 3. Rg-s^b/^o--^ h5 4fcj; 

rt^oy^y-fe^iir^s-OAii^^o 

iElc-x— ^ $SE^tb1±^L>ct 5 KW* tt^^ LT 

6 4t^yh (8/<^h) <DSllfc£SS±T£o 
[0 0 9 2] fES3.-'V h5 1 li. 0IJ*J£. EEPRO 
M (Electrical ly Erasable Programmable Read Only Me 
mory) tti*a>^»*tt> *e*y > BK4B3II=i&»ft 
S^— *3S4fa)«^<D-T— $i^IEtiLXLx^o 0 1 6 
it. IBfii-^ h 5 1 icfEtE^TlN*^-* *SiB^"r 
§fcftfl)Elt$)^o 0 1 6{c^-f £ 5 1^. fBtt^-— 4 V K 
5 1 I*. SSES^r— ^ I K0~ I K3K SSISSiJt'— * 
I Dmfccfct/Eitffia^— * Ks t m^SEtlL-Cl^o 
[ o O 9 3 ] BBMf-* I K0~ I K31 liTfBffi^S 

3 o 0A<i4gS2 o o tcDrnx-ft^muzfr^wiki-m 

■J^tcgSljES^— ^ I K0- I K31<D J 5^-<D^iiE£i'r 
— ^7b<^>yA|-^«^tL^o fefc. ISSESir— ^ I K 

o- 1 K2\t$&zftzmmmT— $ k s t mi*, ibh^ 
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3 o oa>*»*>&ttftfci*«fc3(-£oTi**. 3£^§&»J 

ir-* I Omit. fE1tSS3 0 0lc^Lr^^-^(c# 

3 o 0*<fli8S2 O O^cOPBl-efflHSSE^trdKl^iS 
^tU*nr^±SS2 0 O(ctfi^)**i^o I£1ifflS J r— 

vzl* ^EU 3 4lcfBtl^6K(c/8l^b*L&o 
[0094] a±«/;H*i-^ h 521*. I 
S O/ I EC 9 7 9 7 0MA C (Message Authent i cat i o 
n Code) 0>3W*fr ot«f-> * 

-T& 0 z MACSMUcii. "Block cip 

her Algorithm"*: LTF I PSPUB46-2CSS* 
*i-&DES(Data Encryption Standard) b*L<5> 0 

[0 0 9 5] SSBBEi-^ K5 3(±. B4812 0 0 
Tr-f^T 5 — A* 3- >*'J 3 4 

<BH-e«EBtE«L3B£fT5« *fc* ^5 

^ tii l r n±&& 2 o o (c aj * £ HJ^ £ ff 5 CD lc % ±L 

tz* WSBSEn.-^ K5 3I*. ttEBEflHf::fil*T» 
M^LfcMAC;H^^fr5o a§i««£BIE*Hl-CI** IB 
tti— ^ h 5 1 icffltt^ftTl^^— **<ffll^64x*. 
[009 6] **ft/«a='y>5 4tt, DES. I 
DEA, M I ST Y3S?©?PV*W7^^ , JXA , C 
a>*HMb*fr3. «JH-T**— Ktt. f 1 PS pub 

81" DES MODES OF OPERATIO 
N" |c&^£;ftTl^<fc7£:ECB(Electronic Code B 
ook)^— KS*tfCBC (Cipher Block Chaining) ^E— 
K-efc*. *fc. * DE 

S, IDEA. MISTYftifO^Pv^WT^JU 
XA-C0)fl[#*ff3. *ffl-T* i E-Kl*. -bfBECB-E 
-KfiJitfCBC^-K'Cft*. SBECB^-KfiJ: 

& 0 $mzL-y h5 5ii guKft±3.=? hso. tea 

[0 0 9 7] 17"? yiszL*=E l ) 34] 37^ ->zl> ^ 

«j 34T*. 3 2M/W httieUgM'S-^-f £0 

777^^^^ 3 4fc|* % fflSSSE3.zi-/ h5 3iZ& 
^I±gg2 0 0£1B11«B3 O OirOHCDfflSBtiE^ 
aicJ:oT3R**<jEa*iS«rfc*i:Btf>&*tfci#. 



77^^^^'; 3 4 fflSBliE^.— *V h5 3IC 

ct^B48S2o o Return 3 0 0 tamotBEBS 

2 0 0(C|U^**t^ o 

[009 8] BIT* 77V Vi^'J 3 4lCfEfi**t& 

7li. y^vzszL** 1 ) 3 4|cfBt££*i£ J r— * £R9J 
■?&tztt)(DmT*&Z>o 01 7lc^-fcfc7(^. 7 7 
y^'J3 4lcii % S4fl77>fJk ttflt<DI» 

Cd-e. H±@l77^)Uih7 7^f-'S'77-< 

1 ffi#0>3l-—T-f £S 
I*-r^c islT. 77*;va^ : E , J3 4l:|2I**ll»7- 
* *ir-Z t Lfc«60«IIC0^tMt 

[0 0 9 9] 1211 8li. l4fl77-f^fi|jjcS^ 
U @1 9*<— O (1ffl) ©ATRAC (S»fflS) 3 
*?T^©«rt**-r. S±fl77/f;Ul 1 
6 KB@S^^37T-r;U"Cfe^)o ATRAC3f"^7 

ml*:****-*-*. 

[0 10 0]f|4fl77>fiU^ 

— KCD^^E'J*— KO*HrNM 1 — S. 2/W h3-K 

TRKTBL. K±tKDft*DWa I NF-S 

"r— * 77-f ;K7)5feIi(D®tt^*yyi*. ^ 

ffl«NM2. h7f^©tH»«W>7*^««TR 
KINF, % VtS^PRT I N Ft, h^^<Dft*0 

ma i n Ft*>6«. ^^^ici*. €fi 

[0101] Ifi a L t A T R A C 3 (D^S f 

— 2t>m<o mm?— 1 6KB(D^P^^felC|E 

mmt<Dmm£§:\fz><»\t. atrac3t-^ 

[0 1 0 2] 0 2 01*. !4il77>f^PBL I ST 
©SSffl^^-^ffi/S^^-rc l4fl77^f^PBLI 
ST I*. *\<7^*$ (1?D^=16KB) (7)-9->fX 
tMc 02OAl:^ 4 ^IJ, 3 2/Uh^bS 

^ e 020 Bic^tA^^^fl)9»ii, y^ya— k 




±{*|C*rf £*I*NM 1 -S (2 5 6/Wh) , *»N 
M2-S (5 1 2/U h) . B6^b*+U/c=3>^>^ 
— (CONTENTSKEY) . MAC, S-YMDh 
mst. BSH«Ht«f-?iHRKTBL (8 

oo/Wh) . y^eu*— K*#i=*rr*ft»w« i n 

F-S (1 4720/U h) JScfctffUfcir^^y+aHtl 

[0 10 3] n±Tgm7T4Mt* HI 2 o Alc^-f (o 
xOOOO) &<fctf (O x 0010) 

tolUlCffi^tL^o &ib\ Reserve d t&:t2£ft>X 

i^z>t—$i** *jzm<r>T— *£^lti*£o ;s«*;u 

. (Ox 0 0) *><«^*t£*<. ^S^-T^T^Re s 

ih-T^o Opt i o nirS^tLfcaJ^t^fflL^t^^ 
li. itRe served £ ^ lS&l*<t ^Wo 

[0104] BLK1D-TLO (4AV h) 
itl* : BLOCKID FILE ID 

: S^fil='' TL = 0" (|5)j^0x 544C2D3 

O) 

MC o d e (2/\*-f h) 
: MAKER CODE 

-K 

JB: JbfiLl Ofcf^/h *— a— K) Ttteevh 

REVISION (4/<-f h) 

: P B L I S T<D§£-&*-[eJ& 

h 

fit : o*y*s*y+ 1 o'oiiiia-r^ 

[0105] SN1C+L (2/NVh) 
g«:NM1 -S«W=«aMx6^%U* — K0«lt 

s-r 

fe:3Wa— K (C) I±Jl&1/\V hUT&O&vlzX 

00: jt?a— KliHSLttl*. »6l>2$Si: LTfi5 
zt 

01: ASCI I (American Standard Code for Information I 
nterchange) 
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02 : ASC 1 1 +KANA 03 : mod i f i ded8859-1 

81:MS-JIS 82:KS C 5601-1989 83 :GB (Great Britain) 

2312-80 

90 :S-J IS (Japanese Industrial Standards) (for Void 
e) 0 

[0 10 6] tfia-K (L) itTik 1 /U hT'Tt&D 
c*:5(cEBU Tech 3258 mfeizm CT*B*K9J-r £ 
00: i£5£Lfc:l^ 08:6erman 09:English OA:Spanish 
0F:French 15: Italian 1D:Dutch 
65: Korean 69 Japanese 75: Chinese 

[01 071 SN2C+L (2/<^T H 

(2/\w h) a>Mtt*a-r 
Stir 

fit : _t^LtcS N 1 C+L<hl^— 
S I N F S I Z E (2/\W K) 

!:^Xli0x000 1^b0x3 9C (9 24) 
T-TRK (2y*>r h) 
mi* : TOTAL TRACK NUMBER 

<1 : 1 3^6 O x O 1 90 (1^4 0 0 h7 4 V^) . 7 s — 
V e r N o (2/<-f h) 

BB^'J— «J(M=***»<Mr— ?a-y* (EKB) iz 

0x0100 (Verl. 0) 
0x0 20 3 (Ve r 2. 3) 0 

[0 10 8] Jt^ Lfc^ » v < ^izm^^^-r— 

£ (@20B) |COl*TlUT(::|&Bjrr<£>o 

[0 10 9] NM1 — S 
jgi* : — K^ttKBB-T* 1 A>f hO«B»I 

* (1^2 5 6) «l5r-^oo*?T(i. d&r*«JBa- 
K (OxOO) S«_at-i: 

1>J§£I*'>S:< ttftH (0 x 0020) ^to^>U (0 
xOO) £ 1 /<-f hELtE»-r«-£ 
ft: 

NM2-S 



(15) 

9 1 2) %m7-$omTi£. 

K (0x0 0) 

*MXl4-©t*«a-K*6ttlM-«C4:. ^-*<7>Sl 
^»*l**ft< tt*BB (0x0 120) *6*;U (O 
xOO) j2/WKW±SEgit^)C(!: 

[0 110] EKB__v e r s i o n ( 4 A-f h) 

mm : ttacDPBB^u— ^p^^ 

(EKB) |C*oT««**L4a>f>7+-fl)ttft* 
# % j3*tf/*fcl4**Mb*-^n** (EKB) a>3? 

1MB : ■■^J-i*tJ:t*»fc4-?av* (EK 

b) ic*or«***t*3>^>^+-**a(>*fc*t)cD 

**Mt*— ?P*>^ (EKB) £^-f e 
fit : O^bOxF F*T? 

[0111] E (Kstm, Kcon) (8/<-f h) 
ft!*: □ ^fV^^BS^lffi^^r-^fc^^ >T> 
^-S^^'J*- K(DX hU- (Kstm) t? 

||: O^bOx FFFFFFFFFFFFFF FF^t? 
[O 1 1 2] E (KEKn, Kcon) h) 

£flJ&0>PgJI *v U — mf£l^ cfc &*r8rtb^r— ^P v 

1 (EKB) IC J: oTgft**l-5+-Bf ^b+-K E K 

I: 25»31fcf7h ^ 0-99 
21-24lf^h £ 0-12 
16-20tf'Vh B 0-31 
1 1 - 1 5 My h B# 0-2 3 
0 5— 1 Otf'V h # 0-5 9 
00-04 fcf^h 8> 0-29 

fcfc. S-YMDhmsIt =3 > "r>yt Bit B#^(D=1> 

fr^C-MAC [O] iM8r£*L"C*&#}£:H£o 

[0 1 1 6] T RK- n n n 
jgl* : »±t4ATRAC3f->77-fJH»SQN 

(*>-^>;o 

: TRKIN FCD^fDF N o £fB5Et~£> 
|: 1*6400 (Ox190) 
V^>v1 tftt L ft l^B»l**— ;Hf a <t "f £ C £ 
I N F — S 

is^s^wra. »»*<&««) 
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It : 0*60 x F F F F F F F F F F F F F F F F*"C 
[0 113] C^MAC [0] (8/<«< h) 

^HOa >^>^^BB#^^-TS- YMDhm s ffe<D 

=r— $ S- YMD hms*<&S£*LTl^i§^lcli. C 
_MAC [0] <7>^x^8tlc#S*<fcofc£*i]£2 

fit : 0*60xFFFFFFFFFFFFFFFF* 

[0 114] MGR 

mm : 3>Tr> % V^r— <D«Sl 

Sfil : OxOOT\ 3 Vf^'V^" — K c o n t . E (K 
E K n , Kcon) O^t^ 0x01t, E (KE 
K n . Kcon) (Dfr^ V . 
ft: 0*6 O x 0 1 
[0115] S — YMD hms (4aV» (Opt i 
on) 

mm : ««|-e#*»tt*l»o«»-eiE«Lfc# ■ £ ■ b 

SBB#£t3^^£*:tf>tf>fitc, ^V^V^tDJ&SBtlcMSr 
( 1 9 8 0-2079) 



(2#J*{&) a 

[0 1 17] &±mm?7*J\'0>Wlk<D*ny htL 
T. ^7?l*30t(/)<bl^-CDBLK 1 D-TLOt, M 
Code£. REVlSlONt^Mo 
[0 118] g4ffit-f<r«S«»:Lt. **U*- 
K*E»+fctt*tifcy. ■■*«*l*Ct**y. ffi 

£*l£o -tXLfeJ:5l=. REVISIONS?P^ 

(Dftmtjzmizmz&fr. caxt^g^ts^^jsic+i 
mtpt*mi£&T z>t* 9tmt^m<DRBv i s 
rev i s i o'Nj(i<2-Wftt-m;-Bc>Wi? 

m^^T*^a3-r^>-<tA<-C^^o WRIST 0>«Uil$lc 

[0 1 19] 1 (16KB) a>5teHS«W* 

CBSIB L K I D-T L 0 $}fAirt>^(?)t, FA 
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1BLKI D-TL0li, •yu<yV0)'^v9tz&TS~}U 

BLIS T(D^-0)t(D^-miC§EfiLTtfi^o 
[0120] ATRAC3f-^77>f^ 

y. ATRAC3f^77^JUC||Ltli, fU^O 
f^BLOCK S ER I A L tfftlf bftTl^o 
L. ATRAC3f->77^Hl iMMtBW) ^T-f 
;UA<>^U*— K-fclC»£-r*(DT?* CONNUMOT? 
3>^>^O^iJ*#ltfc±T?. BLOCK SERI 
AL*ttrtttl*fc. m«*<*±L. FAT*««*lfc»* 
0)7T-f;KD«IB)5<Hltta:*. »ft5t*-^AT 
RAC3f-^ ?7-f iUI*. «»lDBLOCKT?SWS 

-ATRAC 3^—$ 77^^W*BLOCKS 
♦!3Slrt"tfci6lCCONNUMOtffll^*t*IC* P) A 
T RAC3f-*77-f ;n*)© WliS ? n y^##B 
LOCK SERIALt^St^), 
[0 12 1] mW~. FAT0««*tl:l*l*&*^ 

|C. 3— K (MCode) *<^P *V £ <D5fcP.<t 

[0 122] |H20Cli, ft*Plt#8 J r— £ tf>t$fi££7F 

[0 12 3] INF 
Sift : FIELD ID 

fit : 0x69 
1 D 

Sift : W*D««*— 3 — K 

t: O^bOxFF 
SIZE 

Sift : «gija>f*iD««a>*#* 

ttffi : 7 s —*** Xlig 4 1? iB-f 4/<-f hO)S 

0 0) Vm&)Tfc< c<t 

fit : 16^bH7 8 4 (0 x 39C0) 

MCode 

S«* : MAKER CODE 

— K 

»:±tt10tf^h * — 3— K) Tfi6t'^h 



C+L 

Sift : 1 2/<-f h@^b(Z)f- ^iMMCftMl 

: ««t *X* 3 - KirlBa - Kt* 1 / W hi? 

ft : Ifr^CDS NC+ Li: PIC 
DATA 

Sift : «HCDftlll««7 s — * 

/<>r ha*y*s*y. ** (***) i*«/j*4/<-f h& 

0«*6*^t*Mlt»/l' (Ox 0 0) T?Jitf>& 

fig : A«|c J: tjfljst(cSftdn«. 
[0124] ATRAC3f-^77'fil'A 
3DnnnnO)f-^EWlS^to 0 2 MZlt* 

*^t<< jv&mti^v? <i #^ir— ^ 

M\ C<D2^P^<7 (1 6X2 = 3 2 K/<^f h) 

h<D9cM<0/<^( h (OxOOOO~Ox7FFO) 
*<^*turi>^> e 0 2 2i:MLT^tcfc5l:> JStt^ 
^ya>*SIA^& 3 2/U htfA 9 jftJfcy r 2 5 6/^ 
hM^fiNMl (2 5 6AV h) tfey. 5 1 2/< 
-f hM«iiNM2 (5 1 2/<-f h) T?fc£o 

[012 5] BLKID-HDO (4/W h) 
Si* : BLOCKID FILE ID 

tiffi : ATRAC3f- £ ? T -Ol/<E5fc5l"e#>£ ^ £ £ 

ft : @^fi = " HD = 0" (S!I^li0 x 48442D3 
O) 

[0126] MCode (2/<-f h) 
S* : MAKER CODE 

mm : ffi«Lfc«»D. %7ju«Murr«=i 
— K 

tt:±tt10bf^h (>— * — 3— K) Tfi6e7h 
(««3-K) 

[0127] BLOCK SERIAL (4/^ h) 
Sift: h7V*«=#lt&*tfcl»* 

^D^^a>jfem*o^6jft*y3tea>^p^^i*+ 

ft : Ocfcy»*y OxFFFFFFF F^T?* 

[0 12 8] N1C+L h) 
Sift: h7V*.(B*) * ( N M 1 ) CDJSttS-^ 

«M : N M 1 lc«ffl**L"*X9:3- K£*»3- K** 

1 /\V h-ca-r 

fig : SN 1 C+Ltl^ — 

[0 12 9] N2C+L (2/W h) 
S* : h^vO (ffi€) ir— ^ (NM2) 0>Rtt£S"f 

NM2|rffiffl*tt^^3— KifBa-K** 
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1 jU kt^-t 

1: SN1 C+ L«hl^ — 
[0130] INFSIZE (2/<-fh) 

mm : f-5i^X$ 1 6/\V h ££r*IB^ 

s* mm**— in? a t -r c <t 

!:^XliOxOOOO^bOx3C6 (9 66) 

[0131] T-PRT (2AV h) 
SI*: I 

mm- h^^^^m^^/^-^a^s-To affttl 

ft : 1^b0x285 (645dec) 
[0 13 2] T-SU (4/<-f h) 

CO*: K-^^SU (^>Ka-7h) suii. 

4. 1 WHz<D-*>7 t J>7m$i%lT-&Z>tltzl 024th 
(1024X16 tf^hx 2ft>^) 

-^<SUtifc§. 1SUI1 mm\Z&ULXi&2. 3rn 

8>ic#£ 0 SMMcJfc-SS ui:<fcot 1 o<D/*- 

*;/a<t8j££*i£ 0 1 ^^x^*<4 2fl<Ds u-eftrt^*i 

f**D«*A<±<*iU^ttlS3&<&^:» (6 4 51) (DA 

ft: 0x01*60x001 FFFFF 

[0 13 3] I NX (2/<-f h) (Option) 
Mm : INDEX tf>ffi**i§RJr 

«iiB: tta>a?tfo>»» (W«w*»») a>*Ht*-r* 

(H!)9 3m^) (Cffigr*-* 
ft: O^bOx FFFF fcj 6 O 8 4 ») 

[0 13 4] XT (2/<-f h) (Option) 
: INDEX <DJ?±B*IH 
«MB: I NX-nwi'ClB*4shfcM*6»tt'<*l»B 
cos u<ofla£ 1 >4 LtcSi-efg^^o c*u** as 

<DSU0)4f&(Dft*a>lf#fH (»9 3m^) (Cffi^-f^ 
ft : 0x0000 : fctSSS OxOl^bOxFFF 
E (^*6 O 8 4») " 
O x F F F F : ffilMSfry *T?. 

[0 13 5] 3fc|cfl*««NM1 fccfcl/NM2l:OLNT 
[0 13 6] NM1 

mm : 



ttf£: 1 /<-f KO)*?a - Kl?« LfcpT«*«* (fi 
^2 56) 

Stt^— *©I*TI*. *r»«a-K (OxOO) £8 

■fr-fXlicoMiaga— K*&tMM~<&^£. -r— 
l**dtt*&< £ti$fcBB (0x 00 20) ftt&XJU (O 
xOO) *1/<-f hfiLblBtt-TiCi: 

ft : #1X?3-K 
[0 13 7] NM2 

mm : a**«-rx**i 

* (1^5 1 2) 

*Wt— *<DI*TI** *r»tta-K (0x0 0) 

l*»6l*d>£< t*>9tm (0x0120) frfe*^ (O 
xOO) *2/<^f KI2U:e«-r5C£ 
ft : «Mt*a— K. 

[0 13 8] ■tt^^y<DH3t<ft«: (0 x 3 20) *& 
INFfcPVtff. ±£ LT-fe + ^U TRIBAL n t°— 

mmnffinz-tisi'Xmm't&o 023ctrk i nf 

CD^^$r^*To TRKINFWOf-^lCWt, BBS 
[0 13 9] EK I (1 /<-f h) 

(EKB) |=*oTffi«**t*flS^k=I>Tr>^^— : 
E (KEKn. Kcon) £ ^;£~£>*5*£ *"#"o 
tttt : b i t 7 = 1 b i t 7 = O T?tLo b 

i t 7 = 0<D*§^l£. E K B v e r s i o n. E (K 

EK n . Kcon) l£IE#8So 
ft : 0*60 x F F^t? 

[0140] EK B v e r s ion (4/W h) 

mm : m&commv *)—mmz±z>mmt*—z?u 

(EKB) |Cj:oT««**l53>f>7+-(DSni 
j5*tf/*fcl**«bflS+— ^PV^ (EKB) <DZ> 

mm : mmyv— ?a^* (ek 

b) ic*o-caflt**L«3>^>^*— **tf>*fc«>a) 

mttoitf—Zfnv? (EKB) $r^-To 
(I: O^bOx F F*T? 

[0141] E (Kstm, Kcon) (8/Wh) 
mi*: □ >f >7fiO)B§ffliffl«)+-^ * 3 >f V 
•J/*— ^'J* — hb-v4- (Kstm) t? 

ft: O^bOxFFFFFFFFFFFFFFFF 
[0142] E (KEKn. Kcon) (8/W h) 

mm-. a>-r->^*a»t#»aiffl«>*— -efc^av^r^ 
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1 (EKB) |:J:oti#i*iSt-»tik+-KEK 
n ic J: o r B6^k Ltz =r — * o 

IB : 0fr60xFFFFFFFFFFFFFFFFtt 
[0143] C_MAC [n] (8/U h) 

4MB: a>f> tt ;IMW*4fe«WTRK I NFCD 

t§*NEcDl|ffl<DU:3 — 2\ U*— K£Btt?w 

[0 14 4] A (1 /<-f K) 

mm : ■/<— ^wa>afg^— K»o>«a**-r 

IB : m2 4£#ggLTJ^TlcI&Bj!-f £ 
fetiL. N = 0, 1 (7>^Ey b i t 7*><1 w-7 

if^O, > (L + R) <»fr<n*&%\\U J o i n 

tt _^;7;^LtIS«o bit2, 1 <Dlf 

[0 1 45] ACDtf^ hOit. X>77vXW>/t 

T^if^r— 2rf>^ F AX^CDffeO'r— $J^(D1W*B 
£fl2JSTr&o tf^K3l*. *Sit'fe§c tf^h4. 
5. e^M^^^^C^lCctoT. 0^O>cfc5l=. A 

(N = 0, 1) . LP (N= 2) , SP (N = 4) . E 
x (N=5) . HQ (N = 7) 0)5mm(D=E— KlCOl> 
IHEIft^ ( 6 4 M B<D> * y — KCDtfln* ) * "r— 
K 1?P*^«OSUBA^*lf*l^**l 
tL^ 0 1 S U<D/NV>«I±. (*</ : 1 3 6y\V K 
L P : 1 9 2/<-f K S P : 3 0 4^-< K EX: 38 
4/<>f K HQ : 5 1 2/W K) T-fc£o *^>i^. 
h7lCj:oT. ATRAC3 (D*— K (0 : Dual 1 : 
Joint ) #^£*t£o 

[0 146] -MtLX. 64MB(D^^Ey*— K^ffi 
ffiU SP*— -KCDW^COL^rlllWr*. 6 4 M BCD 
>^E'J ^3— KlC(i. 39 68?P^W, SPt- 
K"CI*. 1SU^304A^ ht'fc^O)-^ 1 
C5 3"SU^"fl)o 1SUI1 (1 02 4/4 4 1 
0 0) »Cffl^c ttot, I^P^I*. (10 2 
4/44100) x53x (3968-16) =486 
3»=8 1# 

(4410 0/1024) X304X8 
= 1 0 4 7 3 7 bpst t£&o 



[0 147] LT (1/NV h) 

9m:m±im7?v H7fi*tfe^ he) t-t 

^'Jx -f ><— S>3> (e^h5-tf^h0) 

ttffi : CCD h5^^l=BILr«iIB8*a*<*«wi:*8-r 

fi:e^h7: 0=*IR8&L i=»iRa*y 

e^h6: 0=JB»W 1=^tS^JH 

try h5-t*^ hO : -tz^riy^r^ /<— va >0 (0£l 

nt? fcfrtf t -t z> ) 

[0 14 8] F N o (2/<-f h) 

I*. y^U*-KF*9CDRiL^{cfB^*HfcMACtt^ 

fll(D<gCD&g£*#5rt£ 

i: lA>bOx 1 90 (400) 

[0149] MG (D) SERIAL— nnn (16 '< 
-fh (upper: 8, Lower: 8)) 

: IBtittSgCD-fe^y^ -f (•b^r^y^-f 

I C 2 0) (DS/'J7;H^ 

IB : Ofrt>0xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 

[0150] CONNUM (4/\Vh) 
mm : =*>T> % y&fn&^ 

mm : fflfe|rm«**lT^<S^(Dfi*T?fE^*iSCD-t^r 
aUf -f^P^^I-ctorfl^tl^o 2<D32^. 4 

1: O^bOxFFFFFFFFo 
[0151] YMDhms-S (4/U h) (Opt i 
on) 

mm : w±*iRtt#a> h9ry^a>w±BaJ6BB» 

fllflg : EMDT'ffi^-r^^^^I^Pl-r^B^ 
ft : Ji^LtcS^(D«5E<h:[^i: 
YMDhms — E (4/W h) (Option) 
mm : I£»II#tO) K7^^S^7BIS 
mm : EMDTifgS^-^S^PJ^*l7^-^)B^ 

it : ±&LtzBn<Dmzt&c 

[0 15 2] X CC (1 h) 
SI* : )UTlcSiB^-r^CC<Dffi?I«|5 
4MB : =1 tf — *If» 

[0 15 3] C T (1 /^-< h) (Option) 

mm • n±ttt£*itc®&<»ft-e* sti»icw±"e**s 

ffi: OxOO-OxFF *flgffi(D^I*. 0x00 T?fe 
^> 

LTCDb i t 7 A< 1 T?CT0t^O O CD*w£-|*^£ 

[0 15 4] CC 
mm : COPY CONTROL 
ttffi : 3 tr— iw» 

(B : m2 SlC^fctdlC. t^V h6fcctt;7lC < fcoT3 



(19) 



ftffl20 02-111658 



2 * If 3 1 z J: o r -b * a. 1 J =r -< -J □ v 0 S2 EE * ;U * 

tf*> h0jS«fct/1 I*. *Jt* 
CC(DM : (b i t 7. 6) 11: &$ftjlE<Z>P tf— £1* 
qj. 0 1 : P tf— Sit. O 0 : 1 Iel<7>=3 tf— £1* Rl ( b 
i t 3. 2) 00 :7tP^^t^Lf-rv^M>^b 
(7>ti§\ MGSSEU^H*Oi:*r^ 

cD^bOf^f v*;HWe(* (b i t 7. 6) lio 

0. (b i t 3. 2) liO 0£fc:£ 
[0 15 5] CN (1A>T h) (Option) 
mi* : S&^-f v£;Up fc?—HS CMS (High speed Se 
rial Copy ManagementSystem) ic If & p t°— It rIIe] tft 
«fjfc: Ptf— 1Ie]j!>V p tf— :7'J— ^<7>l£SiJ£8;?IU 

y. pt?-c:£(cj£iiir£ 

ft : 0 0:3 tf— git. Ol^bOxFE: @gU 0 x 
F F : BfMtMIB. 

[0 1 56] ±S£Lfz h^^t«*8fI«TRK I NFIC 
ggLNr. OxO37O^bfe*^2 4/\Vh0f-^S 
/^-7tii©/^tl«««PRT I NFirlftf, 1 

<DIH#I~ PRTIN.F SM^Tl^ < 0 H26CPRTI 
NF(Dffll^$^to PRTINFrt(Df-^l:^t\t, 

[0157] PRTSIZE (4/W h) 

: % >a>*#**a-T. : 2/\V h (fi 

±fi) . gateS U : 1/Wh (_ttt) . S U : 1 /< 

K (^T{£) 

fit : : 1^bOx1F40 (8000) . H3$& 

SU:0^bOxAO (160) . $17 S U : Orf^O 
xAO (160) ({IL. sucoa^ii. o, 1. 
2, to^bBltet^) 

[0158] PRTKEY (8/W h) 

ft : Ofr^O xFFFFFFFFFFFFFFFF 
[0159] CONNUMO 

ttffi: 3>f>^Si--^l^t^(DI DOfiSJ 
ffi: □ >f >^*MttO»l+-t @ tit 
[0 1 6 0] 0 2 1 \zm&o ATRAC3f-^7^f 

I NF^*ili. I N Ftt~ h5^^"j=iB^*ltiD« 

^-yys^tfftnoitw^— S'M 6/<-r hia±-c 



[0161] ±&Ltzm&^V?l~KLX. ATRAC 
3^— £ )\,<D&?U yW'r— o 0 2 7 

□ vO(Dt—$ Iz-ol^X&LTizmW-f&o 

[0162] BLK I D-A3D h) 
jER* : BLOCKID FILE ID 

Sb6: ATRAC3-T— *a>jfeB"t?*4Cfc*||IHf * 

m : HSflt=" A 3 D" mx-l* 0 x 4 1 3 3 4 4 2 
0) 

[0163] MCode (2/nV h) 
jBtt : MAKER CODE 

— K 

l:±fi10e^h *— a— K) Tttee^h 

[0164] CONNUMO (4aV h) 
ttfiE : n>^>^*3-zi— 5lz-?&tzthG> I DO&fiL 

[0165] BLOCK SERIAL (4/\V h) 

flt : 0 AUttStl OxFFFFFF FF*t 
[0166] BLOCK-SEED (8/W h) 

4MB: ^P^^0)*Sai*. fBHtSSO-fe + ^'J^-f Z?U 

Mic|B|i:ta)/><-micS^3K4c 3aJg£*iT=tfyl£l£<t 

[0167] INITIALIZATION VECT 
OR (8/\V h) 

jt* : ^P'^gl:ATRAC3f- ^ *B6^t, ffi^ 

*SbE : :7P^O5fcHI*0 7&^te$y. ^CD^P^^I* 
g^<7>S UCD^CDBt^-1t^^8/\V KDfio 

L> 

fil : 0>bO x F F F F FFFFFF FFF FFF 
[0 16 8] S U— n n n 

ttffi : 1 0 2 4t>^bEffi*W:f-^ 




N=38 4/\V H 
fit : A T R A C 3 fl)f-^ fio 
[0 16 9] B2 1tlt, N=384t*fc^fl)t?, 1 3? 

ay Viz* 2 s\Jti<mfr*i&o &tz. 1 •JaytHbftm 
<7>2ocDxnyh (4/\V h) *<^?$rfc**u K&0> 

UP^h (2/W h) ICBLKI D-A3D, MCo 
d e . CONNUM0, BLOCK SERIAL *>< ~ 
aicS^*l«So ttoT. 1 :?^^CD£ycD^IiSM/W 
H£. (1 6. 3 8 4-3 84x42-1 6x 3 = 20 
8 h) ±UZ>« CL<DtplZ±&Ltz£5l~. B/U 

hCDBLOCK SEE D A<-M(Cl2g^^i> e 
[0 17 0] dClTr. 7^viso-*^ l J 3 4(CfE1t£*l 
TL^^T — £ li* 3 ld#]*_l£. ATRAC3 

SUX&Zo ttot, IEHSg3 0 036Nb^^S2 0 

Kt&ttl*. ATRAC3^^0)ATRAC»5t^ 
CODEC*xtT?tcfcL>o 

[0171] vOis— K*r— £ BSli, #z?a 
[0 17 2] ^^y->^^=EUmm^i>oL—JV3 5] 

y^viszL* ^'Jfl^va- ;U3 5i£. 77'r>i^ 

3 4^(D'r—$(DW$i&*h. y^yiszL*^*) 3 4 
[0173] H1 5|:^±8S2 o oa>fl|ji£lco^ 
— ;U4 1. im-r>^— ^x-< X4 2. *jffii^v>zL— jv 

4 3. ^^-^4 4, EK/^I^va-^A 
5. Xt-A46, D/A^&g4 7ifccfctfA/'D^» 
§g4 8^tSc 
[0 17 4] C^ftW^VZL— ;U4 1 3 ±*|»^E^a.— 

;U4 1 I*. Sigl2 o ootikm £l?ft«MicftJ$p-r£o 
[0 17 5] JU4 3] m 1 sic^-Tcfca 

WfWEv^.~^4 3li. 5LSt*±a.— h 

6 0 . fEtt^- «>h6K M^jaxS^ISlrL - ^ h 6 
2 . ffiSsSHE^L— 'Vh63, J*^b/fi-5KL- y h 6 4 
fccti;»-'^6 5^«o $1ji£)^vzL— JU4 3 

li. si^i^vzl— ;U3 3 <t^4iu:. v>^;u^^^oh& 

n*. &tz. MU^eVd-— ;U4 3li. g)ftmi££/c(;tS) 

h 6 0 ~^%±mfr^^\i~^t . 6 4t^vh ( 8j< 
h) <7)SLSE^*^-r^o 1EJ13-- >;/ h6 11*, EggE^ 

[0 17 6] h6 21*. #J;Lf£. 

1 SOy I EC 9 7 9 7(DMAC;H^*5e£ffll^;1t@ 

*^cDa^^^S:^tTor@^--^^^/t-r^o coir 
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"Block cipher Algorithm"^ LTFIPS PUB 
4 6-2irg|S£*l£D ESA<iUb^o 

[0177] ffiisaa-^ K6 3i*. mi*. ^>tr 

zL-^^bA*Lfc7|--x-<^- J r-^^fBll^S3 0 0 
[Z\htt&mfttto<D\^%±Lr>T. lEHSS3 0 0<t 

31*. SB1ISS3 0 Ort^*-^*^— ££A*|-f£ 
»^$4r5cDlc5feiLoT. IEtilSS3 0 0i:(pp B 1-r?ta5: 
^SE^S^^ao *fc. tBSSiiE^-^ h63(*. fflS 
^SEifiSKfcl^T. «fr^LtcMAC;1IS:*tT5 0 ^StfS 
SgSiB&3I-CI*. Kfi:i— h 6 1 |cfSti2*tTl^^ 
-*7b</Bl^*l<&o fcifc. *@SI2liE3.n-/ h6 31*. & 
^ICISDT. #Jx.l*. /S-V-fJl>zi>e3L—$ (PC) 
1 0 Ofc£lM**y h^— ^±CD3>t°n.— *<ha>Pa-Cr 

Vt;i/3>t 4 a-^ (PC) 1 0 Ofe^>lMi^^ K7- 

[0 1 7 8] B6^b/m^J--^ K6 4li. M^L^zcJ: 

FIPS PUB 8 1 iZMfcZfrtz^CB^E— K 
fccfcl/C B C-E— K*^«^(CfflL>T^a ^^B&^b^ 

[0 17 9] fe^it/&^3--V h64li v FIPS8 
1 (EHE— K<D-5*>. ECB^E— K*J«fcl/CBC^E— K<D 

4(i. C B C^E— KlC&l^T. m*.l£5 6 hCD^T^ 
— *k£J8l^-C. B&^*> 6 4 t£*v K^t>nf^)B6^b 

[0 18 0] ^j^lZL^^ K6 514. SL^^3-~ ^ h6 

o. ifiit^L-^ he 1 . m±f&/mmu=L-y he 2. 

fflS^IIa.-^ h63 ^ h 6 4 

[0181] (^va-^44) ^ya-JU 
41*. 0 1 6|C7Frcfc^(^IEtl^g3 O 0(D37 

[0 18 2] [ffitt/fafirEvrL— ;U4 5] JE*g/<*S 
^ya-JU 5(i. ^J^IS. fEitgg3 O 0^t>A>tlL 

£181::. ATRAC3>^5eT?EEfig£*lTl>£:*-— ^-r^ 

A£SSS4 7lCtb^-r^ e -PJ^I*. CD. DVD 

fc£lM4P C 1 ^t>A>*] L/C*— T^-f^'r— -5 1 fHii 

gg3 o oicfEtf-r^Ki^. ^^^-^^*a 

T R A C 3 /^it-rjffffi-T £ 0 

[0 18 3] (D/AEM4 7] D/A^tgi§4 7 
(i. l±$e/W^V^~VU4 5^^A>tlLtc^ix^yUff^ 
xt(D^— ^T 1 — * j7tP^jE0)t-f-ftf- 
^i:^Ltxe-*4 6lctii;*)-f £o 

[0 18 4] (Xt~*46)Xt e -*4 6lt D/A 
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[0 18 5] (A/D3fgS4 8] 8 

[0 18 6] [y^E'J 4 9] >^'J 4 flOaJi. E 

2PROM (ex. ^^^vzl^^E'J) t?fey. Iff^t 
f-*—m$)it70y<7 (EKB) . fe£lM£ E K B (CS 
^tNT^^*tl^>^^X+— ^P»V^ (DKB) ^CD 

[0 18 7] [3>7->*>7 ? — *(DfEtsSitl3*t-f £t& 

frt&3fc£tm£*iui] hi 5iz^-r^±ga2oo 
Kk -r«3b%. s±*«2 0 0fr&iE«36B3ooa>:7 

b 2 0 O (C £ * PI £fc*&3Itf3i*7 £ H 

[0188] zL<r>?— ^tm^^UM±^mizr>i^x^ 

ViTWlM-r&o ?f£gg2 0 0frbfE1t5$g3 0 

0(7)^^ ^^>zl^ ^EU 3 4lC*fr& : r— *SB»&31£H 

[0 18 9] S^gfccfetffEtt^gli. T—*»niz 

$tiL*>. *fXf^^S270 1 , S27 02C^tffi 
l*fcfB£BE%& (ISO/IEC 9798-2) £*^fo 0 2 9 (c 

2 9(C*5l,vC* *"*\ B7b<6 4 tf? hOSlifcR b 
L. Rb^tfgBOIDT^lD (b) £ AlC&ff 
-fZo C^SI LfcAli, »f:l:6 4e^h(0aS(R 
a^fiEL, Ra. Rb. I D (b) (DlUfC. DESCD 
CBC^- Kt?@K a b^fflt^r^— *£P&^bL. B 
icSSI-r^o gKabli, Afc£tfB|C#&(7>$8 

&@<h Lr^tl^^IE^m^^l^^^SI^&^c 
DESOJCBC^- K^JBLVfefiiKa b <fc 6 0&^Hb*& 

si*. #j;u£DEs£^fc^iKfc^-ri*. toaaftt 

Ra££flMfeM£fi3«]U D ESBt^baJlCfeLNT. @ 
Ka b£ffll^TB8-5HbU B|§XE1J4fi)lL, ISltT 
**XE 1 fcRbi*#ttM«!»U DES*#<b» 
IC^INT. &Ka b£/Bl^Tfl&^bL. BfXE2«± 

«u *e>ic, B6^-^E2i: id ( b ) tzwfetomm 

^bLT^^LfcBS^^ESctir^oraKi^-^ (Toke 
n-AB) &±titt&o 

[0190] ztiz&mLtzBt*. ^m^-fz. 



L. a»Ra**4. Bt#3tE2*BB*— Ka 

b-eflMMbU *<D«*£E 1 £8MftMB3I»U Rb 
£*#£o MfcU:* I»#XE3*BIE*— Ka bT?Mfc 
U *©<SKfcE2£gMfeMB«lDU lD(b)£*# 
i c c5LTf btltcRa, Rb. ID(b)©H» R 
bfc*tfl D(b)*<. B3WaHtLfc*Ot-»rr*^tt 
gE^^>o CCD«ISElCjlotzli^. B(*A*jE*tt-*iO>4 

LTSSE-f £ e 

[0191] #Icbi±. BBfklcttffif «-b^^3>^r 

- (Ks e s) (*«**f*. SL&£fflU 

. ^Lt, Rb. Ra. KsesOiC, D E S <7> 
C B — KTiSSE^r — K a b £Ril*Xti6mt AiZ 

[0192] c*i«£BLfcAi±. a«^— **Bffi* 

«. C5Ltf btlfcRb, Ra, Kses(D^ Rb 

^tfRaA<, A^a«Lfct©fc-srr**aiB-r 

BiiE-f£o £LM::lB¥«BBLfc*l=(** -tr ^ 3 

— K sos I*. BEfc<BW«M<0fctta>#»»£ LT 

[0 19 3] fc*5* »«■?— ^<DttBE0)»(3. ^2E. ^ 
-ikA<ao^o/=»fi-icli % «£Sff*<5fcRL 
LT«&31£*§7 (S27 03T?No) ^^>o 

[0 19 4] «SBH*<*St (S 2 7 0 3TY e s) L 

I*. HO 1 5 0>5LSc±Ji£n.— h 6 0T?±fijtL7c&!&£^ 
^•Ca*fiR/B3t*3.— h6 2|CteU^•C|I^T$*t^o 

[O 1 9 5] ^IC. X^^^S 2 7 0 5{C^L^T. 

(1) a>f>^*- Kc o n.***Mb+— ^n^^ 

(EKB) ^6»»*tL«e»#ft*— KEK*fflL^T» 
^^b^ftSLT. E (KEK, Kcon) *±fi£*r^>i:<!: 
tic. (2) a >f>^+-K c o n $BB«*i:6L^ 
T±Jfc Lfct V is a (Kses) TBg^ibtoa^: 

SlfirLT. E (Kses, Kcon) IBS 

[0 19 6] Xf^^S 27 0 6tli, iB1S3SaA<S* 
SS^t)g<tLfcE (Kses, Kcon) £-fe^>3 
Ti^Lt3>f>*V+- K c o n^5i#L. * 
blc. k c- o n iE«Mi:T»*»**it l^4X h L/ 
-y+-KstmCJ:orB6§{bLTE (K s t m, K 

con) s^isl. ~ciiie*£OTi=awr«. 

[0 19 7] H±SBI4. ^f7^S 2 7 07l: 

^LNT. Xf^^S 27 0 5"Ct*LfcE (KEK. K 
con) . fccktfXf 2 7 0 61?IBB8S^ba 

*1L*=E ( K s t m, Kcon) SfflL^T. "r— £ 




[0 1 9 8] X^r^S 2 7 0 SIC^T, EltSS 

[o 1 9 9] ^o>&5U9£mi~& 1 ) * * :?7-oua> 
h7'^tl«I8TRKiNFf-^i:it SfcKRWL 
/cID 2 1 % @2 3(C^"T ctd^. a>f^*-Kco 
nZ^Shik^—yOvV (EKB) J^b®**§£ft5B&^- 
E KSHL^TOTfcMLfc E (KEK. Kc 
on) 3>-r>^+— K c o n ^fHSSSSl-^AfS 
aStltLN^X hb-v+-K s t mlCfcoTBfr^bL 
f:E (Kstm, Kcon) O2O0)B6^b=l >f 

[0 2 0 0] ^^r— PHft^— *3W>B&^b 

dULStli* 3 >f >^t-K c o n J f 3 >f >7 

* 5 « l£ t f £ - 1 b< pJ fig t? fe £ o 

[0 20 1] -COct 5^T^— ^ 
S^fctNTl*. E (KEK, Kcon) 

E (Kstm. Kcon) (OL^tt^^S^^I^M 
LT3>7>^-K con £S**#pJfig<tfc:£o 
[0 2 0 2] H^g2 0 07b<IEH^g3 0 0c7) 

[0 2 0 3] ?5£ggfc£tf!etf^li. ^-**£Bj(^ 
5fejt*>. *fXff?S290 1, S2 9 0 2|C^-rt§ 
SSSE^S^HtT-r^o c 5tlcKWUfcH2 
9CD*&3£[^«-t*$>£ 0 fl£i£SiE*<*lfcLfci§^ (S 2 
9 0 3T?No) temZmT-fZo 

[0204]ilM^5 (S 2903t?Yes) L 
fei^l*. Zf^^S29 04l:fcVt, EttSMtfS 

<< A>£g{ILfciS±3£illi. f--5'77>f^K77 

^1t?8filSTRK I NFf- ^Jftll, =1 >^> v >4" 
- (Kcon) t7>^«rttt;5E^¥'i»J-r^o ca>n9JAL9 
|*„ *$Mb:?P^ (EKB) (C^oT^^tl^ 

PB»fls*— K E Ki:J;ot^ll:^f:3>7>7^ 

— . t&^"E {KEK." Kcon) *><*&*ft£*tTl>£ 
^S^^WSlJ-f^i&S^fe^o E (KEK. Kcon) 

*0)h7 7^««S«TRK 1 NFf-^ [EK I] 

[0205] E (KEK. Kcon) tffefc*] £ ftTl^ 




^2 0 0 2-1 1 1 658 

i§£ (Xf , >^S29 0 6TY e s) li. X7';?S2 
9 0 7ICjt*K *r-mmtZ?Uy'? (EKB) 0>«L3(C 

cfcy. iffc+-KEKS«»LT. »»ufcie#fc* 

-KEKi:*y, E (KEK. Kcon) SWLt, 
=1 V-rV^^p— K con £><> 

[0206] E (KEK. Kcon) tftttt S *IT I V& 
l^*§# Uf'^S2906tNo) li. ^7«^S2 
9 OSCfcVr. E«««©m»^a— >U3 3ICJ31* 
ElWlcTA»*S*ir L^4X h l/-9*-K 8 
t mircfcoTSS^bLt-E (Kstm. Kcon) £X 

hl/-y+-Kstmi:«fc-:tfi?lT, *IS 

•r>a>*-Ksest'i§ibLfcf-^E (Kse 

s. Kcon) i±*Lt, wsamcawrt"*. 

[0 2 0 7] n±»m\t. Xf*^S29 0 9Cfil^ 
T. E«»«**&*«LfcE (K s e s, Kcon)* 

t»r>a>*-Ks e 8 Tf»Lta>f>^-Kc 

o n ^rE&fff^&o 

[0 2 O 8] XT-tr^S 2 9 1 O^li. Xf'^S29 
0 7. SfcCiX^r^S 2 9 0 9 ©L^*L*M=*5L^T«I[ 
HLf:3>f>^-Kc o nlC^ yB&^b=l>Tr>^ 

[0 209] CO) £51::* ■t#fls=i:/T> , y«>W±M 
I=i3l>r. E (KEK. Kcon) 

4b*— yuv9 (EKB) frZ>W&Z*l&V6^it*r— K 

E (Kstm. Kcon) < ^S^Uff^-^^ 

i*rft*MDffl«*3ifr-r * c t icj: y p >t- >^y*— k 

c o n£5&#-raC<t#T?£<&o 

[021 o] SS^r— HjS^-*^a>&#*& 

Sf±, 3>7> % >*-K c o n $f 3 >f 

*ttt?Py*«Mi:Lr, p 

/<— ^*tt, *fci*^p^^*eoo«*ffl3itff*5« 

[0 2 11] [KEK^LfcEKB(^7t-V7 
h] jfe|CB6*ffll^r*a<t*— 3fP^^ (EKB) <7> 

— B»*ib*— (KEK) tmmt^—'JUyO (EK 
B) |C»|ftLT«J»**»*0>*i*»ftT— 

[0 2 12] |a 3 1 Bg^b^r— (KEK) 

<Mr— (EKB) lCft»|tfcf-*t'fcSEK 

-rx (*. zflo^T-fyu^&jBWcacr* 

— BS^ft*— (KEK) *»ytilLr. KEKlCcfcyE 
(KEK. Kcon) $WLt3>f Kc 




[0213] BLKID-EKB (4/Wh) 
S«* : BLOCKID FILE ID 

t-#>o>m 

tt : @Sli = w EKB" <«X.tfO x454B422 
0) 

[0214] MCode (2/<-f h) 
: MAKER CODE 

mm : B»Lfc«»o>. *^us»9j-r*a 

- K 

[O 2 1 5] L K F 

: LINK FILE INFORMATION 

fl : 0-0 x F F 

b I t 7 : IfSEgS^T-fJU (PBL I ST) dttffl : 
1 . : O 

b i t 6 : 3Mfc?x?9tt ( I C V ) irffiffl : 1 % 
ffl : O 

b i t 5-0 : V1f—7 
[0216] LINK count 
gQ* : LINK COUNT 

mm : U>9 LW477-f^ (0«X.liATRACK3 

fit : O-O x F F F F F F F F 
[0217]Version 
: VERSION 

mm -. ga«»ypw«a^ r>r^o>/<—^ 3 >*^-To 

(1 : O-OxFFFFFFFF 
[0 2 18] E A 

: Encryption Algorithm 

mm : ffi«S!»Riisa^T-f ;ua> hL/-^M7^u 

ft : 0-0 x F F 

00 h : 3DES : h U Zffr D E S ^E— KlCcfc 

O 1 h : D ES : v^DES^- KlCcfc^fflUI 

[02 1 9] KEK 1 
jgGfc : Key Encrypting Key 

mm : <ekb> 

fit: O — Ox FFFFFFFFFFFFFFFF 

[0 2 2 0] K EK 2 
Stt : Key Encrypting Key 




*$B§2 O 0 2-1 1 1 6 5 8 

mm : mmt-yuv<? (ekb) +a>^— 

fit : 0-OxFFFFFFFFFFFFFFFF 

[0221] E (Version) 
jgGfc : Encrypted Version 

«tt : *»fc^n^^ (EKB) *0>;U— h*— 

ft: O — Ox FFFFFFFFFFFFFFFF 

[0222] Size of tag part 
^Gfc : Size of tag part 

mm : mmm^mnz>T4)\szmfctz>'T-- J *<r>*'? 

UftW'CX (Byte) 

fit: O — OxFFFFFFFF 

[0223] Size of Key part 
jglft : Size of key part 

mm : Kmrnvt^mmyr 4 ji>*mm-t 

(Byte) 
fl:0 — OxFFFFFFFF 

[0224] Size of Sign part 
^Gfc : Size of sign part 

mm : e«Mt rt««? r * ^zmtfLTZT-* 

>Uft<D-*4X (Byte) 
ft: O — OxFFFFFFFF 

[0 225] Tag part 
Stt : Tag part 

mm : E««ff^r««^T^riu**rt-<"*x-*a>*y 

[0226] Key part 
Hi* : Key part 

fit : t^TOl 

[0227] Signature part 
HP* : Signature part 

(Signature) SMfrO)-?— £ 
ft : ^<T0>fl 
[0 2 2 8] _t^(7)SiB^feJ:U:|2l3 1 lc£ oT^£;K£ 

§KE KtfUnlt 3 >T * 'J >^ ? 

*U 'J >^ Ltl^77-<^ (i^lJATRA 

CK377^^) S&£ LTCD^r— $ [Line C o u 
n t] «<ttttd*L«. W±«t«l*- [ L K F] % [Li 
n k Count] -£l=*y* ^OlEflS 
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[0 2 2 9] [U>£1f*B£ffiU^cx--*^K W±» 

£LTl^£:7T>OU (^J^.IiATRACK3^r-<7U) 
LTfl)f-^ [Line Count] 

[0 2 3 0] El 3 2|rfEH^g<DT ? -^t&*ft«m. #Jx. 

liiai 5(c^-riHiiSg3ooa>^^»yi>zL^^U3 4 

(HI F I ) (D'r-f U£ h yffi/*0><J*£#J<t 

[023 1] 132 iZTTif # ^-r— £ <D-r-f U<7 h U 
li. H±fl7r^^ (P bl i s T) . B6^b=i>-x 

>*V<t LT*ta<Z>ATRA CK3f-^ ^T-OU (A3 

D) ^£*l* 0 S^K. IB«*«I=I*. *»©*»<b* 

— 3fP^^^r^;U (EKBn) Jb<ft$ft£*l£o ATR 
ACK3f-^77^ ( A 3 D) <D^^S(C^ffl-T 

Z?T^()^ (EKBn) it. ATRACK3f-^77^f 
;U (A 3D) lC^**l**K-f >£fc£oT¥i]53iJ2H<S>o 
H)3 2lC^-T<fc5(^. 10©tait*-^n«^77^f 
;U (EKB1) 3 10 1 ttttft (3) (DATRACK3 

f-^77^f^ (A 3D) (D&^&mi-Mmzti&o 

[0 2 3 2] Z<Dm$. ^mtlr—^UvlZt-r^fo 
(EKB1) 3 1 0 1 (C^j£-r^i£lifilI^PJtt^^T-r 
;U0> [Line Count] |C|i3 0(D=l>f 

[0233] H3 2CDcfc5£:1iaa>=l >-r> % y?7-f 

±-t ^>m^(ommy £@ 3 3 ir^-r 0 

[0 2 3 4] 0 3 3 OfflLSf*. ^J^IflBtiSg^ LTCD 

[0 2 3 5] Xf7?S 3 2 0 1 (Cfcl^T. Pl± 

U . [Line Count] ^^x^^^^o * *b 

[Line Coun t] h!ft^^t(D 
frblHI^ ^#>S£>**tfcl@a [n] (7>EKB?7-OU 

sa«tipfi»'[n] I*. ff£ttB0bRtt>Vij« 

[0 2 3 6] X^f^^S 3 2 0 2|Cfcl^T. S« 

LfcEK BCDfflgl:: cfcy, S« [n] <Z>*— BS^b* 



L TiS£ * *lfc R A MOW 3£««CHSIft-f * o 
[0 2 3 7] 3fcl= v W±SS»*. Xf7?S3 2 0 3IC 

|C. X-r ^^S 3 2 0 4Cl£Lvc« f(Dl«3>fy> 
OMfcWcSffl-r* K E K*<R AMir«lrt**LT^*A^5 
A^flSL. YesCDii^li. X x ^ 3 2 0 5 (Cat 
*K ^0>^J£KEKICSC51>T. E (KEK, Kco 
n) mit3>f>^- £S*#LT. Xx^S 
3 20 9TS4, -?tat>*>. &mLtzZ*>irl'V*-~l^ 

[023 8] ^^S3 2 04i:*)l>t, V'T- 
V^CDS^lcMJB-f £ K E K#R AMlcfe#j£*LTl># 
l^i§£*l*. Xf*;^S 3 2 0 6|C*5t>r. XhU— v^r 
— T^^^b^tltc=3 >^>^^P— . -Tfcfc>*>. E (Ks 

tm. Kcon) (DmM&miZL. fe&i§^l*. Xt^ 
^S3 20 7|:fc^r, E (Kstm, Kcon) 0>*I 
#*a«l=J:y a>T">^*— £B*#LT. Xf'^S3 

[0 2 3 9] *fc, Xf 7^S3 20 6lCfc^T, E 
(Kstm. Kcon) *<ttl*£¥|£±*L«&. 

>-r V^M*-"** E K B £ettttBfti&BE 
Hit, »fl Lfc E K B0«ftlC* « K E K S*f» 
L. ^LtcKEK(Z^^E (KEK. Kcon) 

S3 20 9-CI1 -r«:3b%. fc»Lfca> J r>'V*— 

[0240] C(Dcfc5fc. W±KiBli. TAE«36*(= 
tt»Lfc«aa>*— m$hit7ov<? (ekb) <d [l i 

nc Count] ^^x*V^L. [Line Cou 
n t ] 0>*^> ha>b^t>EKB<D^^5I^TL-C. 

— : KEK4ttttLtS<««ttK^:l: 
telrtLfcKEK^^Rl^ir^y. 

[024 1] l*r—m®itZ?OV<7 (EKB) [Z&Z>m 

liE^r-^<i] ±.3&o>mt»it*—yny9 (EKB) 

[0242] *aatt#*sc*ffli^fc*sBiiE*ai (is 

O/IEC 9798-2) li. 5felcH 2 9 * ffll^TRM Lfcffl«-C 

*y. ^—^^mt><m^^^i^(D^mt it, sr* 

SSSi:E1SSa(*ffiiiE+— Ka b$«StS, c<D^il 
■ KabSJ:2fl)*!IMW-?D^ (EKB) 

[0 2 4 3] H3 4S«fctfH3 5i:tl8(Df/W^i:* 
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m<D&HL*—l Kn**8Mb*— -JUvO (EKB) |C 
*oTEft4i««t*t. 03 4lifAVXO, 

1, 2, 3lr»LT&^^#BSE*— I Kn*E«t 
%>m. 0 3 Slix/W XO, 1, 2, 3+OfAVX3 
^'J,f-^ (SM£) Ltf/WXO, 1. 2ir^LT0) 

[0 2 4 4] 0 3 4a>0!)T?li. £«f-/— F+— K (t) 
O OCcfcot, BSE*— I Kn£B6*HbL*:x— * 
(b) ^ttC, f/WXO, 1. 2, 3lZjSLvc*-4l 

fcy-K^r~K (t) OO^ffi^Rl^^=&^k^r-^n 
(EKB) ££jSLTiB4rf £o *tl*tlO>7 : '<<{ 
XI*. 0 3 4(D^flOIC^"rcfc : 5(C*-r. EKB^I 

(«#) -racti^y. s«r**tfcy-K*-K 

(t) OOSML, Sfcd. LtzS — K^— K 
(t) O 0£^Tl£^b£;h*=BIiE^r-- : E n c (K 
(t) 0 0. I Kn) *«^LTESE+-I Kn$^ 

[0 24 5) ffl)ffeOf/NWX4 ( 5, 6, 7 

o>mito\k*c—'Jnv<7 (EKB) £§<ILT 

— K*— . 'J— 3?*— "CM** EKB^fllJiLT 
S«f*Hfcy— K*— K (t) OO^it^-i^ 

- £ &tt"f 3 - £ Jb<T? * Z> a 

[0246] m3s<Dmit. f^vx3^ #y*_ 

te0>^;u— :?<z>y>/*. -r#fc>*>. f/Wxo, 1. 

2, lcMLTO)M§^<i:*M+-^P'^ (EK 
B) S^LtEHL^JTife^c 03 5ir^-T (a) 
^\mt*r—?OV<? (EKB) (b) BH^— (I 
Kn) K#— (K (t) 0 0) -CB&^bLfc^— 

[0247] 0 3 5<£>£rtnijicia\ ^^m^^L-rfe 
& e f/U^o, 1. 21*. st\ s«SLtc«5a^b^— 

-£ffll>fc&*§-*&3II::«fcy. Se«r-/ — K*— (K (t) 

0 0) K (t) O 0\Z&Z>'&^IZ£ 

y BSE+ — I Kn£g**rf£o 

[0 2 4 8] ffe<7)^;U— ^T^-fX. tfiJx.ff^r/W X 
4. 5, C(7)|5l«CD-x— ^ (EKB) ^SIL 

J8ivc»Kry-K*-- (k (t) oo) 

>-K¥- (k (t) oo) «*t«':W«t 

[0 2 4 9] COcfcdJ^. EKB£*lJJBL*zg£liE^r— CO 



*<PlB6<ta^o mmt*-Z?nvt (EKB) |C 

(y\-i>a» g3I*<fc£*u *ft«0>3E«f««3ft«WT 
[0 2 5 0] _taLfcEKB|C<fc^SliE^-a)S*toS 

[0 2 5 1] *t>l=. EKB^SpJJBLfcBSE^r— <7>Ei£ 

^jbivki** *^y a— Kia*a>fBttJ«#. 

[0 2 5 2] 5fc<*>0 2 8-3 O^ffl^TlftB^Ltccfc^ 

c<DBSE*&S:?o^AI4. y^E'J K0><fc5fc 
CD-R^k tt#AS«tt«»«=ftLV ^-at>*>ffi 

[0 2 5 3] CfL^GXS&^y*— KSttfflLfc^— 

^±toS^p— ^0 3 6ic^ 0 £t\ 

si4. n±ssp^ofis^^y*— Fto>mxnM.&zsL 

toS^Uff-T^o Xf*;?S 3 5 0 2|Cfcl^T\ BSEJi£ 

^S3503 (Cit^f. BK«Hfit»fc*L^fi«IW*. 
^J^(^/\— Kf^X^7, CD-R. DVD$Sffll>fcf 

[0 2 5 4] X^^^S 3 5 0 2|Cfcl>T. BliE^iSJi: 
Lttfr-otztmJZZtlt-m&lt* Xf'^S3503(D 
BfiE«**l»fcttt>IB««H*. «^(*/n-K-x^X^. 
CD-R. DVD^Sffll^f^fEflL H*fe^31*<|| 

[02 5 5] ffiffl^y 7J— KIC(4. 5t 

O01 6 "ClftB^ LtcSiiES-^--^ Ltzffif&t L. 

w±««*<«ffl-r*BH*-t»aLfc*5i=. 
[0256] z(d<£5\~. w±ssea>Bii*— * 
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Mit?ov9 (ekb) X*mi&TZ>^t\z±i). jEStt 

^-b>X£#Oir/<-<X (ff£SC) iZttLTOfr. 

^**LfcW±««(=l*. *»ttBB*— #E«Ltt 
lxfli3S5b< pjgg fc ft « o *»ftBBE*-Ml« * *tft 

ttSBtt^rtStifty. BIMMBStfo* 
^ 'J *- K<D*ft BB«B**fcft l^E«»*. 
«5U*/>— Kx-f CD-R. DVD?Jl^t:f 

[0257] -Tftfcfe. BK«t««"*"«*»ft+— ^ 
Q*y^ (EKB) $4— ©'J— :7£#lJSf £-r— 

(EKB) ttrfi*«-^:IUy, =FiEft 
tt— * jfflSSSlc It 4 ffiS y^E'Jf/HXi: OgaS 

[0258] [*?jLV<?tk ( I CV: Integrity Check V 

AC3>f>^^>f^Uf ■ fi'^ll ( I C 
v) $4RLt, a>T> % Vlc*#*6ftitT.- icvcDfr 

[0 2 5 9] =1 >f>W-f>f^'J T--T ■ ^x^ft 

(i cv) i*. fl?*iLtf=3>«T>^(r»-r«)/N^*>iiaa 

$-ffll^Tf+^*3K. I CV=h ash (Kiev, C 
1, C2, ■») (CcfcoTtt^^H^o KicvlilCV 
rfc£ 0 CI, C 2lia>7 L >^0)1t$fiT?fe 

y % 3>f>^fl)lSlt«a» v-b-^BRU* (ma 
C : Message authentication Code) ti<£>o l?T 

XLfe<fc3l=» [MAC] it. B2 1lfKBLfcATR 

-OT-^y-r-f 'fi*^fi (i cv) a>ttJf*<ft**t 

[0 2 6 0] D E SHMli*«»^fcM A Ct±»e 
ffl|£IU3 7 ir^-fo 13 TOfitfiKir^-^cfedlC^f^^^ 
4>7t— 5*8/<-f h»fii:»iL. (KIT. #9J£ 

*Lfc> y-fe— V$M 1 . M2. • • MN£-f£) . 
*-*\ fe)XHfi (Initial Value (ETF. I Vtti) ) 

±_m 1 «»ttniiBn'r« (^^^ i i . 

1 1 fcDE fit <»T* K 1 <t 

■r*) *mi^r*»ft-r* (u**Eitt*) • «t 

E 1 fc£tfM2£#ffefflg§3IfOU ^(Dib* I 2$ 
D ESB8#fl:»'xMu «K 1 Sffll^rB»#<b"rS CttS 



— S>BBE## (MAC (Message Authentication Cod 
e) ) £ft£o ^^t-vtLTIt ttSE»*i: 

[026 1] C<Z>£5fc^>^>^MAC{t<t I CV 
£j£*-K i cvli/x'yyiliaSMLtffi^taV 
T^WD-f >t<7 1 )^t<< (I C V) 

±jtt*(c£j«Lfc I cvt, 8rfcl=3>v->^ic3t^ 
T£j*Lfc i CVt^itSLri^-O I CVtffbto 

ft*Ui. *S*<feotctfl^*tL^o 
[0 2 6 2] ±^(D«fc5ft-f>x^y "r-r ■ ^x^^flt 
(ICV) li. =i>^r>^il^lc^LT*feja**ti>«Sft 
GDn >f>7MA CfitllCck IJ % 1 O0)>f>f ^Uf " 
^x^flt (ICV) ££j^r&-«ta<^fi^fc£o 4t 
Sft^MACiCcfc^ i c v0>ftg:ii. i cv=m 

AC (K i c v, C__MAC [0] II C_MAC [ 1 ] 
||C_MAC [2] II-) |:J:ott*t«. 
[0 2 6 3] a>^>^/±*»lC±*LfcI CVt«fft 

itstos^^T^ao ^ i c v*<— s-r*u*aiBuiiL£*i 
gu icv*^-ao)^ii, aut^ry tvmz 

[0264 ]«U*- K»a>Ett3S«lci*. **a ^ 

>f^Uf ■ ( i cv) 3r£fi£LTt& 

[0 2 6 5] L^Lfttffc* >^ij(cfeSA-r-g>=i>7-> 

mi:ft^>o we* Bt^^^^^i^^ytttfflufc^* 
y ±— ^^(omsKD^i^mz^xit. ^m?— 
ni^^— ^p^Af-^s, «>s?ft*x=r«j 
d)3>f>7f^ ^ y ic»tA**v^ c <t<h^^ 0 

^ias. KS^x^^^s^isiiSit^ft^o t&frt-r 
— *±(*ic»-r*^x^^ffl*±a-r*t. ^x^^s* 

fftSCiMS^*^- WliDES-CBM-K 

icte^r^fiJc^+t^^ ^-b— 5BBE*# (MAO \z± 

* ±i*ir^r-r * d e s - c b c<D$fls^nff^"4 

Mfcft*.- C<7>ft^Sli. 'r— ft*lco*L 
ig^-T4C<hi:ft y . ffiaa^OjS^PplH^fc*. 
[0 2 6 6] IHtiSgi: LTflEfflWttft^^y * — Kir 
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^-$£MB#0>Sr*=#>f >fyjf-f -^x^^fi (i 
cv) 0>£/$$&Sa^ loo^f^Urt^f-^SSt 

^.fi^^i (icv) *«^-r^«jai^oi>TSiB^ 

[0 2 6 7] HI 3 sirfEHSgKteSft^&x— 
-s-Jh^tuzw rz-x^y T--f • ( i cv) 

o>^< mji=* n±mm77<<ji' (pblis 

T) . 0fc^Hfc=i ^^>Vt LtHl(DATRACK3f 
(A 3D) ^^>IC. y^B'JlC 

#n) *<ft^^tL^>o »w>*x:J'jii** mfti*. # 

[0 2 6 8] Stc. m&<Z>mmt*c— -JUvl (EK 
B) (D^mmVL (ni>T4T<<) £ 1 ±^^ l J t LT|£ 
SLTtcfcl^o ^"fe^*>. fe^^^b^r-^P^^ (E 
KB) (Zcfcor^^tu^^r— BS^— : KEKlCcfco 
T&^fr'S)^ >T" W*— K con $-3S^"5J^^^> 

[0269] |?±^317 T -OU ( P B L I S T > , Bt^ 
^b=i>^>^^ Ltaa©ATRACK3f-^77-f 
;u (A 3D) <D#* (::!** aS^x^^Ofc^cDy ^-b 
— vSSSEf?^- (MAC (Message Authentication Cod 
e) ) *<^£*U CtlbO)M A CilrSoVtH' >f ^ 
\)=r4 • ^xy £{g (ICV (con) ) £*l 
6„ 1taa>=l>-T> % >C0MAC<lli. ^^'VVa^^'J 
(7)y-^>X^-yl:MAC'JX Vt LtM. 
*U CtlbOMACUX KCS^t I CV4filc+-K 

i c vSIfflltibtllj-Of^Uf -< - ^xy^fil 

(ICV (con) ) ft 

[0 2 7 0] zJl/xV^MAC^^tSfrt-f 

[0 27 1] E (kSTR, kCON) it. — 

£ e ID (upper), (lower) It /^'J* 
-KCDftSe 1 (ID) <D»|«««-t?fe*o C__MAC 

[o] li. ff^ts^r-ou (pbl i st) (omtfc'r 



— £(Cg^T£j#£ftfcMACfi|-0fc<5o C_MAC 
[1] li. =J>-r>*X mifATRACK3f-^7 

7 -OU# 1 (D"x — £ l*S^L^T4fi)cSW:MA CfSL KA. 

T. a>x>^*l-MAC«jb<tt*fld*l5. C*tb<DM 

AC{l|-S^l>T-f >T"^U - ^xy^fl (I CV 
(con) ) *<£J«S*U ±J*S*lfc ICV (co n) 
'J T^l^O h =3 Lt > ^ U lcS#&£*L5o 

v*^A^b£lS£*L& I CV^^tl-^HS^xiJTiC 

[0 2 7 2] £fr. ^fi'J ^Cl&S^ x ^ (OtzMz 

(ICV) li. >*U*— K0)fEtt6P (^^^va/^ 
y) <D7— ;u^-v(::fEli£*i£o ^-M-vt* 
-^^-^OS^^^Jt^ttfc^^ LTiSi5£ 

[O 2 7 3] **-r=f 'JS(D>f >t</ 1 Jt4 ■ ^x*v£ 
fit ( I C V) ^-Jl^— 57*-7*; h«B 

4 0 d^- 0 # 0__ r e v i s i onli. ^] J rzf , J#0 

> h£*t£o #0_v ers ionlt Af^'J#0(D 
/<\—i>B #0__E (KEK, Kiev) *T"=f 
•J # 0 <7>^— He^b^r— (KEK) -CBg^bLtcICV 
±m.*r— (Kiev) T*fcy. I CV0l±. 
0(D'(>t<? 1 Jt<( - fi^^l (ICV) fit-Cfo£o 
JUT. PlfilO^-^^^T 1 ^ U^|(CEKB# 1 

[0 2 7 4] I CVCD^x^^li. /^r7— 

liy^'J^-K^(7>gE1ESgA<ll^»^-t2^ h£*vtc 
C<t^^fti:LT^$&^^^o 04 1ICI CVfi'^ 

[0 2 7 5] |?^Sa*</^-^->. *fcl*«fc 

^s4ooi (c^^T. n±giWit&mgim£\(ott^ 
^s4oo 2tz&^xtmi£mtn4E&Wimx*<DttK 

s 4 o o 1 icfctxr. ff^KS^ieif SSinoffSBS 

A<RT^*C<i:L> < tfl^^ttf-li^(i. Zf^S40 03 
[0 27 6] Xf 7^S4004 -CfflSSIiEA^fiKit Ltc 

*^5^*<«s**t. ^f&tiom^it. VLTcommitm'fr 

4 O O 5|Cfcl>T I C V(Df+g:^llfT*tL^o 1 C 
VI*. fJ^Lfzcfc^lZ^^r^^^MACfilcS^t^T 

[O 2 7 7 ] ^ICX^r^^S 4 0 O 6lC^l^r. ftglC 

i c v t(Dit^<iifT^*i^o m i cv^-ai^ 
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[0 2 7 8] C(0d:5(C. ^^=f'J0>m^^=3 

^i(icv) s±rtLT«wr«awt±:*-*-ii= 
i cv©f 199*. **t*i cv©(w, 

fl (icv) o>±j5fcA3tf« 1 oa>*-r=f<jrt<D-7 ? — * 

[0 2 7 9] [&3§MACflfj£] »2a)S±f 177-f 
JU£fcl±* ATRACK3f-^77^Wf-^l*li 
OS^trSi^ Ltz^r — 9 i&fi^ 1 i*;^fflOMAC (Message 

Authentication Code)<D£dL 45 7 4 M^M 

[0 2 8 0] |§]4 2dffi3lMAC<D±j£> tt««L3I«£ 
^ e H4 2ICI*. 5fe<Z)@2 1- 23t?*LycATRA 

x »v^^c7>M A C (Message Authentication Code) 
I*. W?L{fATRACK3f-^7 7>f;U*OU<03!)> 
0)^r—$lMg(DT—$ (CgOl^T. 3 7 T?KQB L 

fc«W=*or±***l*fllT?*y. f»77-f*W 
#|2*L7cMAC<t. fx^^^iMACt^ifcgi: 

[0 28 1] 04 2C^tAT RACK3f- 

^■7T<^K=1S<«^H^MACI±. fO)MAClC^^» 
fl^X'V^***^— *3W. r I N F- s e q#J **&<D 

jsatDx— *asic»3£**i. **>**i&a>MAc»* 

X— * S e (C*-3l*T*fifc * *Lfc M A C tfZ? T << ;U=» 
jrt^+t^C^tC^-So -r<ft>*». MAC ( I N F-s e 
q#||A|| LT|| ■■) -Cfe-So 0 ^f-^A<MAC 

[0 28 2] LfrLtt*<&. ATRACK3f-$77 

fcfx^*»*f-*ttftT«feftMAC*±rtU 

[0 28 3] 042 5fcl=IftW If: I NF-s e q 

#wTO)f-^*aafx'^^f-^ <t LTis^L 

T. 4J***L4*U5?^UMAC7 0 1 *<A TRACK 



3f-$77^JU:ftSft*+itUI), 
[0284] S&IC* ATRACK3f-^77-fW 
(D I N FX^-TJcSBSi^fi&l^ ofrCDtf ffl+C:* » 

ifi'^^jtutt^sf-^tfsitwfi, *y 

yt;i/MAC7 0 1 OMAC4lS»tf- £ £*8jS"f £ 
^—5 % C Ztltv [INF— seq #] £##>T. * 

^t«fc*MACtt«L, C*L*tt»MACfc-L-C 

[0 2 8 5] @4 2(Cfcl^T. ttSlMAC [MAC (1 
NF) ] 7 0 21*. MAC ( INF-Seq#| | path| |MAC (pr 
ofile) Mothers- ) (CcfcoT^ia**v4. 
IC. ffi?§MACI*. tUvt^MACOMACMMS 

[0 2 8 6] ffi5§MACa>#£&;Lff*. -Tftfe 

*>. SSMACO»*f-^, I NF«80 

[path] KlTOOx— *<D«*lM.lcj:y« *rfcfc« 
3§MAC£. f0tt«^f- >i:»^Tlt*Lf 
Stttt-r4ffi31*S8ffr6IBrctt. ffi5SMAClc^£ 

*U 3^0*>J vfJl/MAC^tf- *T?*ifc£ [IN 
F-seq#] OS#«x.$ff^:oT»r^/cCffi5iMAC 

[0 2 8 7] ZCDi§#. t'Jvt^MAClCOL^t, 
^OttWi'T— * T?fc& [INF— seq #] 

*<Hff 2 *ir £ o-e . Kfc I-*" «J mac tf>ftg: 
^Hft-T^o ^fcfr*,. ffi?§MAC<7)S«rB#Kli. *y 

[0288] [INF— seq #] <DS#&X-li> ^Jx. 

n f-s e q >^ y > > \-mmm~&^x 

[0 2 8 9] C<D£5I^ 3&St^x-/^2*^ir— £<Dig 
*0(C#JE LT±J*£*t£fcM§M A C0MAC±MSf 
— £|C % 'J vMMACOMACMf-^ CO — ptf £ 
#^)-C. )KS(DMA C(D^It§M A C^f-^ ^# 
ff*-fc!\ ffi?!MACCOMS?f^(r:li. t'J^I/MACO) 

AC<0MAC*f^ J r-^fI«SJ^«f4C < b3tj:<. Srtz^ 
^S^x^^ffix— ^T*fc4^Jx^ I N F P^(D^r ^ CO 
f^^I^ffii:tUvt^MACi:J5»*«^i: 

[0 2 9 0] [sEtiSS^^^H^Sraic^lt^EK 

^ > t- > % v a>a*ai i^^ffl-r 4 =3 > > % > zmn 

[029 1] H43CATRACK3 ^r — $ 3?<£>ffi^fc 
gg100t, 3>^>^l5^$:^ff-r4^±SgA 2 
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0 0, ^glB3 0 0£^f o 

[0 2 9 2] IBisSSl OOlCi*. BS^b3>f>^i: 
LT. gl 2 1 S$ ffl^taifl LfcATRACK3 f-^» 

[0293] SlT . W£*M-MB«Sa* & ^ >ir 

iggg8 oo^s48ia 8 i o £-vwmi~z>o *-*\ 
isttiggs oo<t. s±ssa8 1 oii. mtnmiam 

^t^ffil^l^v^so 1.811 mizte 

3£g 800^ g±^A 8 101*. ^+I j r+U0)*]ffll«ft 

j£=EiszL—j[,8 oi. 811 A<SBE«iaiSlfifT^u^ l JX 

[0 2 9 4] fBls5£g 8 0 0 14. I48IA8 1 0t<7> 
*§SigiIOJ«:£f£. SE«3£E8 0 OfttDSIffiHEixa.— ;U 
8 O 1 (Cfcl>T\ 777Va>^E'j80 2(C^frtLfcA 
TRACK3 * IHtl^gCDX h U— 

^-Kstm^W:3>f>^-: E (K 
stm, Kcon)**zf4. ftKBttfl Lfc E K B Z7 7 -f 
^0«»:*otBOT(lft*-l»*+- (KEK) T? 
BS^b^*L/c3>7 1 >^^— : E (KEK, Kcon) 

7+-Kcon^Ht^ 
[0 2 9 5] |E««K8 0 0I*.'W±»«A8 1 Ot© 

HWflST 5 — * :E ( K s e s , Kcon) SI4S1A 

8 1 oicattt-r*. S48SA 8 1 0I4. aHP^vi- 
;U8 1 ilcfit^r. ««Lfc**fca>T->^*-E 
(Kses. Kcon) St'r>3>*-Ks e 

[0 2 9 6] fiLt. BMBLfc#&*<* 8Bti3£S«5(cfcl> 

[0 2 9 7] lBtt&KMTI*tt«AJi&JKfrt* 
[0 2 9 8] Cfl>«l3i»B*ia4 3(DJEtt3S*8 0 

BiMgB 8 3 0 i^racoffliSf L r KWY £ ■ IBtifi 

S8 0 0I4. ATRACK3f- >77^f ;U+0>*JWt 
3fP*V$ (EKB) /<— va> (Jfclivi^L/- 

m$hit*r—Jny? (EKB) fcHtL *$£**ttcE 
KBJI^SB 8 3 OlcXft-Td. 



[0 2 9 9] StWB8 3 0lt, IBISSS^&EKB 

M (ex. W«Lt:f/W^ 
-7Uy$ (DKB) ^fflLN-CSMEKBOSaS^Hfr 
L % ^-pg^— (KEK) *flMW*„ 

[0300] f/Wxt-?p^ (dkb) 

* (DKB) <D«j££SW8-r&o Lfc 4:51c. =3> 
f>^B±8aSO«f/W^li, 0 4 4 (a) (c^-r 
y 'J -«it(D@iB««iSa>5Sffi^cf^*> 'J —7* b-bte 

4 (a) (c^-r-fcasy — Ka-bv hs (sets) left 

JE-f £7V<>f;*l*. U — 7 + — t LXOK 10 1. J — 
K^r — t LtK 1 0 . h^r— Kroot 

— b? hSft^t^o 

[0301] ;z*l£>cd&^— (4. f^Vxirfcurffif 

Ib^frT^/W XrtO^^E'J. ?U^liE 2 PROMCft 

fcltffi^ — K (ox. -y-^^^zfU— ✓ — K) £*=!4;u 

h*<Tr/<>rX^r— ^P^^ (DKB) T?fc£ 0 
[0302] -r/^-f X*— 3?P^ (DKB) <D^r— * 
t«Jt£#J£@4 4 (b) lc^-r e g!4 4 (b) lc^-Tcfc5 
|= % DKBliy-K+- h^— * 'J— 

— -CBWfcL.fc^— 1 U— 7*— *-t/W* (e 
x . ^^S) COX h : K s t d t?0&-^b L 

fc^-* £*Tf £fl&^b*— ^p * * £ LTt8j££;ft 
So f/Wx (ox. li^SC) 14. cof/^x^- 

T?P (DKB) tpCDE. nc (Kstd. Kloa 

f ) SS-^X h : K s t d gfflUT«§ 

U U — "74" — K leaf £Exf#L. £ blC Bl4#Lfc: 
'J — T7^r — K I e a f £m*TKtttf)&&^by — 

y % E K B(DTfi+-^bI*fi^ LT±fi^r- ^5x# 

P-/^ (DKB) 'J — ^(DlS^JT-efcS'J-^ 1 

D£^tTo 

[0 3 0 3] -x/n-T Xg^CDX h v>^~ (4> =&-b^ 

t+iT^t'J (ex. SAM) ^l-teSft'f £* N ^ fe^ 
L>(4U — 7 1 D(C^^lNT^^S^<tCOpJ^^«fSt L 

"MWI^^t, 'J— 7 I DlcK'*5t^-C±"«"*"""*"«* 
i: LTt(tt N o m^Wtcli. mmo-bv K«<iT?^jSlc 
^SSrt^HtcVX^— Kma s |C^^l^T»J— 7 I D 
|:WSA*r>aJIffiL, Kstd = hash (Km 
as. 'J— 7 ID) £ LT3t#>£tS/££ LttcfcL^ 
[0 3 04] HI4 3|:Iotn>f>^^^l 
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<? (EKB) *»*LfcW£*«B8 3 0l*. ««H&$> 
i— ;U8 3 1 (C*5l>T. y^EU 8 3 2 Kj&lfi Lfc^/W 
^*r—?UvO (DKB) £Dfi^cfcoT§b^/- 
K— yu-h^-^^JBLTEKBlc^yifc^b 
B^Ht^r— (KEK) £«tf#-f£ 0 E K B0) 
ffliS^&li. £fC0 5fc£lM*0 9£m^TlftBJ!Lt::£ 

[0 3 0 5] B48SB8 3 0I1 mto\t*r—7ny$ 

(EKB) o^aiic£^TSx1§Lfz*-ite^b+— (K 
ek) £t>lz. IHUgSsoo^bSMLfeffS 

mtU^T-^V**— : E (KEK. Kcon) <D^#^ 

[0 3 0 6] 04 3 8 3 Oa>j"E'J 

(E2PROM) 8 3 2|cf&|fl£;hfc-<-v-WUEKB 

(i. ^/\Vx (I481B8 3 0) iz%tofrt>te&\£*i 
&fS8&*bL*iEKB? w;u-efcy. i^i^tf. 

[0 3 0 7] «x.tf*T-=T «J— K<Z)#o*— *<K0 
1 -CfctllSKO 1 -CBS^^b*^fe;U— h^— : Enc 
(K01, Kroot) ^zyt;i/EKBiLtfta 

|C^oT^^b**ltc+-B6^b^- (KEK) 
LfcEKB^SfiLfeli^lCli. ^fZy^EKB^b 
^tr;U-h^-*ffil^T^-»6^b^r- (KEK) «flfe 

[0 3 0 8] #23. -f^vVil'EKBli, 1 0<D*T-=f 

tul\ flfliusy^yx-x^ ^o*f^'jy- 

>f — £K 1 0. *y Ott 

fco>w*mn±mw.<»±T =r y / - k<z> / - k*— * k 1 

UUcdrS, Cft^CD^T^WXlC^tf). Enc (K 
01. Kroot). Enc (K10. Kroot). 
Enc (K11. Kroot) <T) 3 a^<DB&-SHb;U— h 
^r— ^feJrlLfc-r-V-V^EKB^IS^LTtb^-r^C: 

[0 >3 0 9] 04 SIC. I48S^^^'J (ex. E2 
PROM) ICt^VX*— ZfUyt (DKB) t. <i - 

z?av<? (ekb) zftmLtzmtfLmz^to *fc. m 



[0 3 10] 04 SOffifSlCOl^TBtfJTr&o f/WX 
(ox. IBAR^S) l*^ 0 4 5 (a) (DU— 7IC»J6 

■r^^/NVx-rfey. w^ssggicw*^ 
-6*T-3*y— / — KKn 8a>*-r=fy— im-rs^^ 

X X'WXlCli. (b) l:ftEnc (Kst 
d. K I e a f ) ~E n c (Kleaf. Kn8) <D"r 
,^^*r—^)Uy>7 (DKB) tfftlft^tl&c CtfMSfifc 
I*. 5fe(cSiB^L^DKB<t^«-C?fc^*<. U— IC 

j:oTia»BS^b*+LrtS^*^fcx-^ii. "J— 7* 

— *tr&<5> K n 8 *-t?(D^r— <t LT«Ji!t£*l£o 

[031 1] £t>u:. t^-txi*. §Bft#. n±m<z> 

m$)it*r—3nv j y (EKB) £S*L. SBCD-x/^ 

x-ea>=i>^>y$i^ n^^icti. cogEgf, ^ 

±ffla>*»ft:*— Z?Oy0 (EKB) irfnWX*-^ 
n-/^ (dkb) tommiz&v aS/T^^*— K c o 

nS^tt, 3>f>^fl)fi^ B6^bS-|I^T"r^)o 
[0312] @46|: % 045 (b) 0DKB, EKB 

^fto^/^Xirfeif&aVT- 0>MA9icl3 

^TH*T-raXTr^:7£^f o *fXf7?S4 60 1 

leaser. t^Wxi*. y — Zf i DirS^rx hu— 

V*— K s t d £»fcb-T£o X h U— K s t d 

i*. y— ^ i Djcs^r^W xtpcD-b^r^^y 

— Kma s t »J— 37 I D da^TirttJ"*- * . 

[0 3 13] S 4 6 0 2|:ifcl^T. X h ls—i>*r 

-Kst dCSolAtf AVX+«^P'^ (DKB) 
0>*&S. ~f Enc (Kstd. Kleaf) 

^£H*tL. 'J— ^^r— ^*A*o ^(C. S4 603IC 
^l^T. U — "7^r — K I ea f IC^OI^T^ A-f X^— 
^P*V^ (DKB) (DflkS. "T£:fc>*>E n c (K I o a 

f. Kn8) <7>^£HfTL. iJfi'J-^-h^-S 
*^)^o DKB li. y-^^r— iCcfeyitJSBS^b^tttc 

^g-^^-ICcfc^ffi^Slc^oT^^-^C.t:^ 

[03 1 4] X J f^^S4604(C^lNT. J — 

K^r— Kn 8^bEKBj!ilf||{TL, mtfCR^L0>J — 

;*IC. ^f7^S460 5l:fcUt, ^^b^r— ^ 
□ ^^7 (EKB) 0)$ftSllCcfc o"C3c#)tr</U — K^r — K r 
ootfffll^tEnc (Kroot. KEK) 0)&^$k 
31^HfrLT^r-~Bg^-lb^r— KEKS*tf)l>o fi^l^X 
f -^S46 0 6lCiJl^, J&fH Lfc^r — B6-^"fb^r K 

*S^*ttfcEnc (KEK. Kcon) 
LT=l > T" > *V ^ — K con ^>o 
[0315] 045 (b) |C^-r^^b^r~^P^^ 
(EKB) l*eaifPIJ3CDEKB-efc£rf><. 
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>v\^w&ttftx EKBS^yicteiAu =i >^>y 

<Dn±£fl^ ^0>P- K L fc 3 > ^ #IS<Z> E K B|C 
SLt@4 6(D*ftS£llfrf £-<t t RjHl^fe^o * 
fc, 04 5 (b) i:^tfAWX+-^0 7^ (DK 
B) fi. ±ti^ & 8S©/ - KK n 80)/ - K*-*t 
£S£ U — 7*— L "T — £ JDKB (DBS^b 

^T?li^i>o **B0)Kf*flKt«fcO^tt* 1511= 
[0 3 17] 

[^B^(D^m] J^±. ^Lfccfc5lc. *3£B^cD-x-S 

£ L T« J* L tc V U — <D JU— K A* £ 'J — ^ £ -t? <D/ <X-b 

«yy_ Jfl|rtt-5/U±a)Iff^-, fccfctrFtt 
^— (c £&J:{£*— OBS^b^i^r-- * *#*?*SMb* 

— ( E K B) [Zk-oTm^itZtLtz^vLmZWi 
[0 3 18] *%W<»?— ^^Sggfeckr/* 

(ekb) (c£yS£iiE@£tii*-f 
Lfc(D'C. 3F3Ett7*— *»SMMKiSLvci*. 

[0D5o)ia#*ift^] 

[01] *^©f-^MlgSO)«ffiffiSJ^t^ 
0T?fc£ o 

[0 2] **B^(D^~^^gSCDi>X^AffijS^J^«*: 

[0 3] *56M<D-r— *ffla»HI=J3(+*#a^F~. 
— ^OB^bffiaicoL^TBlwrS'VU — «J*B*efc 

-So 

— *©E*l=«ffl**l**«S<b*— ^ Q ^^ (EKB) 



(D#J£^-f0T*fc£ o 

[05] *$§BJ3<D^— ^i&S3SSl=*5lf^zj>7 L >^+ 
—<D^mt*r—Z?Uy J ? (EKB) LfcKtfiflJ* 

ot&sm £ m V fc * o 
[0 6] *§£w<»T-*&mmm~tert%^®it*--7 

UvO (EKB) (D7t-V^ h^S^t@tfe^>o 

[07] *§&BA(DT-*&m&m~tert%G$hit*--z? 

UvO (EKB) CO$^<DtBjS£lfcBJ^30^fc£ o 

[0 8] ^^O)^— $aSSgKfclt£*&rtb*— y 
av<? (ekb) a>T->^+— . =3>7^>^£# 
t±TiE<l^- £ 7 s — * «J«#J * 0 -e fe £ . 

[09] xmuxnT—zmm&m^tertz^itoit*-— y 

Ov<7 (EKB) =3>7-> % V+— . ziVT^V^flf 

[01 o] *&w<dt— zmm&mztsrt&m&it*— 
(EKB) tzii,T> % y£tm&m~ft#\Ltz 

[011] ^B^cD^-^iassa^^it^pgn^'j- 

± =r a* U #S0>fl) £1^-^ & 0 T? * o 
[0 1 2] ^b^ott— ^«a^!SS^*5«t^©BS<b^ 
<b*— ^n^^ (ekb) <D£j*i&fl£i&Bjj-r<i>0-efe 

[0 1 3] ^HBjot'— ^^S^S(cfctt^)^<b4~ 

-Jay? (EKB) 0>±mi&m$:&LW-f&1MX-&>2> 0 
[01 4] *%W<0'r— * %>1SW&itmifo 
it*-7nyt (ekb) *SiB^^)0t?$)^o 

[015] *§£BA<DT—*mm&m:izte[fz>n±Si&t 

gEHSa a>ffi/S * ^ p ^ 0 ^ o 
[0 1 6] ^Bjo^—^^^Slcfelt^aBtt^Srt 

[01 7] *f&B^O^-^«k3lga(rfclt^fH1tSg(D 

0-efe^>o 

[0 1 8] *^B^CD^— ^^SSSlCfcMt^^e^^ 

t >r ^co ^— ^ a j£ £« bsw ^0 & * o 
[019] *%w<r>^—$$±m : &W[~-&rtz> z r-—$?7 

4 }\,o> =?— * mf& zmusm- ^-r 0 & <g> . 
[02 o] ^B^co^-^^gsj^feit^^es^ 

7-<^a)f-^«iSfctyp»^tEl^$)^o 
[021] ^^fl)f- ^^ai^sic^it^T 1 — ^ 77 

v 1 -^ ^ ct y l¥*fflic^-r 0-e fe « o 
[0 2 2] ^B^(7>T— 5mm&wnzte\fz>?—$z>7 

[02 3] **BJ<0^—^«kSSSl^^li'^7 : — * ?7 
[0 2 4] *^CD-x-*^^SSair^lf^^— K(D« 

[025] ^b^^^— ^5a3igairfcit^>=ie— #\m 
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[H2 6] **w<D7*— ^aassKfcMf a^— * ?r 

[0 2 7] *«k3IS6K(=te«t*-r— 
ft SSliE toS £ ^t" 0 Tf & £ o 

[03 0] *^a^ a) $ akw&si- as it & $ &± 
[031] *^a^(D^— ^^s^stcteit^iEfigi'Fpr 

[03 2] *^B^fl>^~^^S^gl^*5lt^^--^tefrt 

[03 3] ^^^-x—^^S^g^fcit^^r--*^^ 
?UyO (EKB) £ffi/BL*:^— ££^*&JI:7P— £ 

[03 4] *9£wo?— zmm&miztsft&mitoit*— 

ZtnvO (EKB) S88E+— 4 T SEffiM" & -r— 
7 ? /<-fXT?CDto31ffiJ^^-r0 (^-0)1) Tfe 

[035] *^(7>^— s^Jisgicfcif £*5aib*— 

^□-/^7 (EKB) SliE^r— £eM*TlEfl-f 

[03 6] *&B£<D7—*mm&mzt$i-fz>fom*=E*j 

■h — K L T ^liE^S >r >X £ ^"T 0 T? ft 

[03 7] **wa>-r— *»ai$je(cj3^raaffl^rffe<p: 
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